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Introduction
Organizations continue to embrace disruptive technologies, such as  
mobile, and continue to find innovative ways to deliver relevant content,  
experience, and value through the use of those platforms. Doing so, they  
are creating better user engagement, more immersive and engaging user 
experiences, and stronger relationships and brand loyalty. However, in 
their eagerness to retain talent, catch up with peers, and avoid irrelevancy,  
many enterprises are taking shortcuts with mobile application strategy  
and execution.1 According to a 2015 IBM study, companies test less  
than half the mobile apps they build, 33 percent never test apps to ensure  
they are secure, 50 percent have zero budget dedicated to securing their  
mobile apps, and 40 percent do not scan the code in their mobile apps  
for security vulnerabilities.2 Such shortcuts can lead to a poor user  
experience, weak information security posture, reputational events,  
and even regulatory fines. 

Others have pursued a “responsibly mobile” strategy, which means embracing 
consumerization of the Information Technology (IT) function and, at the same time, 
paying attention to strategy, security/privacy, delivery processes, and governance. 
Getting the right balance is a complex challenge. Consumerization of the IT function 
enhances workplace morale and efficiency, but it also sets a high bar for apps in terms 
of user experience. If an enterprise app is ignored by its audience, or is embraced by 
the audience but fails to protect privacy and security, it cannot fulfill its function. In a 
December 2014 survey by Kony, nearly half of all respondents said their mobile app 
projects fail to lock or approve the user interface within the agreed-upon time frame.3 
Any type of failure can have far-reaching implications on productivity, recruitment and 
retention, reputation, compliance, and the survival of the enterprise itself. 

To succeed with development of even a single mobile app, enterprises need to 
apply the principles of “responsibly mobile” and get the right balance between 
consumerization and security. Here we look at the components of “responsibly 
mobile”—strategy, security, delivery, and governance—and highlight elements that 
can improve user experience, ensure proper alignment with business strategy, and 
enable better productivity, employee recruitment/retention, and security. 

1 http://csrc.nist.gov/publications/nistbul/itlbul2015_03.pdf
2 https://www-03.ibm.com/press/us/en/pressrelease/46360.wss
3 http://forms.kony.com/rs/konysolutions/images/Bridging_Gap_Brochure_dec_10_14.pdf
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MOBILE APP STRATEGY
The most important step in delivering a successful mobile app is the 
first one—answering the question “why?” That is the purpose of a 
mobile app strategy. All too often, developers skip this step to save 
time or money, or because the answer may appear self-evident. Before 
attempting any app design, an organization should investigate the 
motivations and needs of users, identify the business problem that needs 
to be solved, and determine how the initiative will support the business 
strategy. Otherwise, their efforts run the risk of irrelevancy. 

The “why” question touches on strategy issues for the enterprise as 
a whole around enablement, transformation, efficiency, engagement, 
user experience, and ROI. 

Transformative power of mobile apps
Successful mobile apps—and a strategy behind them—are not just “nice to have.” 
They are essential to the success of any enterprise in today’s mobile device driven 
economy. Mobile devices empowered by rich use cases and mobile apps can lead to and 
enable business transformation. They can provide a lens—often the main lens—through 
which employees and customers view and interact with the organization. They can be the 
cornerstone of a seamless omni-channel experience. And they can increase employee 
efficiency, engagement, and satisfaction leading to a better client experience and lower 
transaction costs (see diagram).

Mobile apps drive efficiencies
Employees do not like to be bombarded with irrelevant, generic, and untimely 
communications. Mobile apps can provide employees with “just in time,” in-context, and 
targeted communications, improving how they can interact with each other and with business 
clients. A performance tip, for example, can be based on employee location, how they 
are performing against key performance indicators (KPIs), and at what stage they are in a 
work flow. This can in turn be tied to a customized training program for the specific employee.

Source: KPMG Digital and Mobile
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Motivational design1 can be applied to enhance the level of employee engagement. 
For example, delivering an enterprise application that has certain visual element or employs 
the concept of “gamification”2 often drives the users to have a more engaging and rewarding 
experience, which also drives better adoptions of the application. For example, empowering 
a sales employee to gather pertinent sales information through a friendly visual interface 
and rewarding this employee with virtual points for each field completed delivers a better 
experience and allows the employee to feel more intrinsically motivated.3 

Mobile applications can also change the way employees interact with tasks, work flows, 
projects, and ultimately, their job, potentially leading to a reevaluation of long-standing front- and 
back-office processes. For example, an app-enabled onboarding process can allow employees 
to input deadlines, complete tasks, and determine next steps while they perform their daily jobs. 
The onboarding process still focuses on people, but because of the mobile app, it allows for a 
reexamination of work flow, with significant impacts for the operating and business models. 

Five or ten years ago, an enterprise could say, ‘Here’s the app. 
Use it.’ The 99-cent model changes all that. Now, if the app isn’t 
good enough, users will just find something else.

Jeffrey Casemier 
Director, Technology Enablement, KPMG LLP 

Expanding the system of engagement
According to Geoffrey Moore,4 “Enterprise IT has moved into a new phase, an era of digital 
engagement in which the focus is on how employees communicate with one another. 
That’s a big change from the last decade, in which the focus was on systems of record.”5 
Mobile devices and apps, which help decentralize systems and facilitate peer-to-peer 
communications, contribute significantly to “systems of engagement.” 

What a user wants to accomplish on a desktop may be very different from goals and 
expectations on a tablet device or smartphone. Therefore, simply sizing the singular 
experience for every device through “responsive design”6 might not provide intended benefits; 
but by adding context—in a meeting, on the shop floor, on the road, at an airport, at home—
through a mobile app, the experience changes. For example, a final assembly manager at 
a manufacturing facility can now walk the plant floor with a tablet or smartphone and get 
real-time information from autonomous machines, as well as individuals on the line, to identify 
potential choke points and redeploy resources to alleviate delays before they occur. However, 
the information passed to his or her mobile device does not need to be a full readout of every 
metric available—only exception-based alerts for his or her area of responsibility. 

Enterprise users are your finicky clients
According to Wired magazine 7, “We now live in the age of ‘Me first’—true user-centric computing” 
powered by mobile apps and mobile workspaces.8 For this reason, when developing an app 
strategy, it is critically important to understand what users care about and how they interact with 
the enterprise system. Employees and clients gravitate towards the easiest and most engaging 
tools. An essential part of app development is reducing friction in the user experience to create 
a more enjoyable experience. People-centric apps stand head and shoulders above clumsier 
attempts and can be the seeds of change that can disrupt an entire business model. 
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1 See http://www.arcsmodel.com/#!motivational-design/c2275
2 http://en.wikipedia.org/wiki/Gamification
3 See http://www.businessdictionary.com/definition/intrinsic-motivation.html and http://blogs.wsj.com/cio/2012/06/21/

geoffrey-moore-the-next-decade-will-be-about-systems-of-engagement/
4 http://www.forbes.com/sites/joshbersin/2012/08/16/the-move-from-systems-of-record-to-systems-of-engagement/
5 http://en.wikipedia.org/wiki/System_of_record
6 http://whatis.techtarget.com/definition/responsive-design
7 See http://insights.wired.com/profiles/blogs/it-s-all-about-me-delivering-true-user-centric-it-to-enable?xg_

source=activity#axzz3cVlEXcN0
8 Cisco defines a “mobile workspace” as “Consistent, seamless and secure mobile access to applications, content and 

communications on any user or corporate device, from any networked location.” See http://www.cisco.com/web/learning/
le21/le34/assets/events/i/citrix_1-Mobile-Workspace-with-CitrixSynergy-Theate.pdf
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Enterprise app users on the job are consumer app users in their private lives. They have 
developed an acute sense of what constitutes a superior user experience and have become 
used to best-in-class. Users will simply enter an app store, select the top-ranked app 
in its category, spend zero to 99 cents, and download. If the app fails to meet their high 
expectations—for example, functionality in 30 seconds or less—they will quickly delete it 
and try the next one. Apps that make the cut are the ones that are built from the ground up 
around user needs and predilections—a process that starts in the strategy phase. 

Enterprise applications drive real results
It’s often difficult to determine the return on investment for employee-facing mobile apps 
that don’t fall into well-defined categories, such as sales force or field force automation.9 
However, one type of enterprise app functionality that can be measured is sales enablement. 
The implementation of motivational design combined with just-in-time information in a sales 
enablement app can transform a business model. For example, a leading HVAC retailer, 
faced with inconsistent sales and burdened by outdated technology, noticed sales associates 
shifted sales conversations from quality to cost because of a lack of customer information. In 
response, it created an iPad® app that integrated front-end sales tools with the client’s back-
end Customer Relationship Management (CRM) and Enterprise Resource Planning (ERP) 
systems. This guided selling model yielded the following results:

INCREASE IN MARGIN

2% 7% 35%
Expected Realized

65%

After 
Deployment

22%
Increased by

31%

More Units 
Sold

CLOSE RATE REVENUE
BY RESELLERS

SOLD BY DEALERS

Initial

USAGE VS. UNITS

24
Estimated

months 12
Realized in

months

ROI

Similar results can be also seen and measured through engagement analytics highlighting 
the amount of time it takes an employee to process a transaction, gain access to key data and 
dashboards, provide threshold authorization in a work flow, or respond to a customer inquiry. 

9 Gartner (July 2014), How to Estimate the ROI of Mobile Apps for Employees, p. 1
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SECURITY, PRIVACY, AND 
COMPLIANCE
According to Gartner, through 2015, more than 75 percent of mobile 
applications will fail basic security tests,1 leaving organizations 
and their clients vulnerable to attack. This astounding finding 
reflects a lack of maturity in mobile app development strategy and 
governance, insufficient focus on mobile secure coding practices, lack 
of awareness of the continuously emerging risk environment, and 
ad hoc rather than proactive and integrated requirement design and 
testing.

Security risk environment for mobile apps
The mobile app security environment consists of risks inherent in coding practices; 
mobile device resource risks, both internal and external; and risks related to services, 
such as network protocols, third-party application programming interface (API) calls, or even 
third-party cryptographic services. What all these risks have in common is the fact that they 
continue to evolve. 

Examples of code, resource, and service-centric risks

Malicious code that triggers unauthorized 
activities depending on specific time/events

Malicious code that performs unauthorized 
monetary transactions, such as unauthorized 
phone calls or mobile payments

Data leakage of sensitive information—
such as authentication credentials—due to 
poor code implementation

Injectable code that alters device 
configuration, such as breaching the app 
sandbox boundary2 

Unsafe practices for storing sensitive 
data, such as personally identifiable 
information (PII) or protected health 
information (PHI)

Poor cryptographic keys practices, such as 
using hard-coded keys stored on a device

Since it is the nature of these risks to continuously mutate, it is imperative to have a program 
that continuously evaluates both current as well as emerging mobile application risks. 
Such program needs to consist of building blocks that enable both preventative and detective 
processes and controls. 

An effective mobile app security program starts with a security-focused app development 
culture guided and enabled by consistently applied development principles, secure design 
and coding practices, and effective testing and quality assurance functions and ends with 
continuous risk management and monitoring. 
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1 Gartner Press Release, Gartner Says More than 75 Percent of Mobile Applications will Fail Basic Security Tests 
Through 2015, September 14, 2014, http://www.gartner.com/newsroom/id/2846017

2 http://en.wikipedia.org/wiki/Sandbox_(computer_security)
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Secure mobile application development
To mitigate these risks, app developers must embed secure coding in the organization’s 
software development life cycle (SDLC). However, mobile app developers face the same 
challenge that software developers have always faced—tight deadlines, limited resources, 
stringent testing requirements, and scope creep, which can shift their focus from secure 
coding to simply meeting deadlines. 

Whereas the software industry as a whole has established mature SDLC principles and 
practices,3 mobile app practices are still evolving. First-generation native mobile app developers 
using Objective-C and Java were quick to adopt traditional software coding practices, which 
include three basic phases: design/architecture, coding, and testing.
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Coding Testing

TRADITIONAL PROCESS

Figure 1

Architecture
and Design

Time
invested

Start End
Project time line

Figure 2

Secure Architecture
and Design

Time invested

Secure Coding

Start End
Project time line

Secure Testing

As illustrated in Figure 1, teams typically dedicated the majority of their time and resources 
to the coding phase. The testing phase was intended to catch vulnerabilities just before the 
application was released. It was not uncommon to find applications shipped with low-, and in 
some cases medium-risk bugs, which were addressed after release.

Mobile app teams need to adopt so-called agile development methodologies4 now used by 
the software industry: after an initial coding stint, secure testing should run in tandem with 
coding, rather than being limited to a separate phase at the end. As illustrated in Figure 2, 
architecture and design of the app are expanded to address such issues as encryption, 
authentication and password management, dependencies on external libraries, and file and 
memory management. This results in a risk-based development—with security a strong 
focus rather than an afterthought. 

3 SAFECode site – http://www.safecode.org/ 
Microsoft SDLC – http://www.microsoft.com/security/sdl/default.aspx 
OWASP Secure Coding practices – https://www.owasp.org/index.php/OWASP_Secure_Coding_Practices_-_Quick_
Reference_Guide 
ENISA Smartphone Secure Development – http://www.enisa.europa.eu/activities/Resilience-and-CIIP/critical-
applications/smartphone-security-1/smartphone-secure-development-guidelines/at_download/fullReport

4 http://en.wikipedia.org/wiki/Agile_software_development
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Mobile application development principles and practices 
A risk-based application development approach5 should be considered during SDLC, 
including inserting security checkpoints throughout the development process to reduce 
attack surface.6 A structured and secure framework should include the following design and 
development practices as a starting point (Figure 3):

 The design “principles” are conceptual in nature and should be converted into actionable 
“practices” to be implemented in the coding phase. Development practices include more 
specificity around what and how developers should build the application. Based on the 
development life cycle employed within the organization, these practices can be further 
segregated into subareas such as implementation, testing, and maintenance. It is important to 
remember that practices listed are not exhaustive and should be considered as a starting point. 

Figure 3
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Design Principles

5 Risk-based testing (RBT) is a type of software testing that functions as an organizational principle used to prioritize the 
tests of features and functions in software, based on the risk of failure, the function of their importance and likelihood or 
impact of failure.[1][2][3][4] In theory, there are an infinite number of possible tests. Risk-based testing is a ranking of tests, and 
subtests, for functionality; test techniques such as boundary-value analysis, all-pairs testing and state transition tables aim 
to find the areas most likely to be defective. http://en.wikipedia.org/wiki/Risk-based_testing

6 The attack surface of a software environment is the sum of the different points (the “attack vectors”) where an 
unauthorized user (the “attacker”) can try to enter data to or extract data from an environment.  
http://en.wikipedia.org/wiki/Attack_surface
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Regulatory and compliance
Mobile apps must comply with various regulatory and/or privacy requirements, just as 
other software products must. Depending on the type of data the application processes or 
stores, one or multiple security standards and guidelines may apply. It is important to identify 
regulatory and compliance requirements and take the applicable requirements into account 
before beginning any coding. Organizations that have tried to accommodate compliance 
requirements late in the development cycle may experience heavy implementation costs. 

Regulation/Standard Description
Applicable 
applications

Payment Card Industry 
Data Security Standard 
(PCI-DSS)

PCI-DSS is the global data security 
standard that any business of any 
size must adhere to in order to accept 
payment cards, and to store, process, 
and/or transmit cardholder data.7

Apps collecting and/
or storing credit card 
information

Health Insurance 
Portability and 
Accountability Act 
(HIPAA)

The HIPAA Privacy Rule provides federal 
protections for individually identifiable 
health information held by covered 
entities and their business associates 
and gives patients an array of rights with 
respect to that information.8

Apps storing 
healthcare 
information (PHI)

Health Information 
Technology for 
Economic and Clinical 
Health (HITECH)

The HITECH Act is used to promote the 
adoption and meaningful use of health 
information technology.9

Apps storing 
healthcare 
information (PHI)

Children’s Online 
Privacy Protection Act 
(COPPA)

The primary goal of COPPA is to place 
parents in control over what information is 
collected from their young children online 
or via mobile applications.10

Apps targeted 
towards children 
collecting their 
information

Gramm-Leach-Bliley 
Act (GLBA)

The Gramm-Leach-Bliley Act requires 
financial institutions—companies that 
offer consumers financial products 
or services like loans, financial or 
investment advice, or insurance—to 
explain their information-sharing 
practices to their customers and to 
safeguard sensitive data.11

Apps collecting and/
or storing financial 
information

Food and Drug 
Administration (FDA)

The FDA is issuing this guidance document 
to inform manufacturers, distributors, and 
other entities about how the FDA intends 
to apply its regulatory authorities to select 
software applications intended for use on 
mobile platforms (mobile applications or 
“mobile apps”).12

Certain medical 
devices apps

7 PCI-DSS Web site – https://www.pcisecuritystandards.org/security_standards/getting_started.php
8 HIPAA-Privacy Rule Web site – http://www.hhs.gov/ocr/privacy/hipaa/understanding/
9 HITECH Web site – http://www.hhs.gov/ocr/privacy/hipaa/administrative/enforcementrule/hitechenforcementifr.html
10 COPPA Web site – http://www.coppa.org/coppa.htm
11 GLBA Web site – http://www.business.ftc.gov/privacy-and-security/gramm-leach-bliley-act
12 FDA Web site – http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/GuidanceDocuments/

UCM263366.pdf
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Key mobile app considerations and practices
1. Documented policies – Build a mobile development program supported by policies, 

standards, guidelines, and platform-specific procedure. Review these documents on a 
regular basis—at least annually—to ensure they incorporate the latest technology and 
industry standards. 

2. Data controls – Build in strong controls around data-at-rest, data-in-motion, and 
data-in-use. 

3. Third-party risks – Most apps must make use of third-party libraries, resources, or 
services. Untrusted third parties can lead to data leakages, insecure data storage, and 
other exposures. App architects should be aware of the risks associated with third parties 
and should incorporate controls to mitigate third-party risks. 

4. Regulatory and compliance – Pay attention to regulatory and compliance requirements 
throughout the development life cycle, but especially during the design and architecture 
phases. 

5. Privacy – Start with a data checklist to review the personally identifiable data your 
app could collect and use it to make decisions on your privacy practices. Avoid or limit 
collecting personally identifiable data not needed for your app’s basic functionality. 
Develop a privacy policy that is clear, accurate, and conspicuously accessible to users 
and potential users. Use enhanced measures—“special notices” or the combination of a 
short privacy statement and privacy controls—to draw users’ attention to data practices 
that may be unexpected and to enable them to make meaningful choices.13

6. Assign one or two security champions within the team who will be responsible for 
keeping the security profile of the application at a reasonable level. Security mind-set is a 
cultural change and it has to take place from within the team.

7. Secure application developer training should be organized on a periodic basis. 
Several organizations conduct brown bag sessions, capture the flag, and other security 
challenges to keep security awareness at its pinnacle. 

8. Security governance model should be put in place and metrics should be collected 
on a daily and monthly basis to monitor key domains, such as access violations and 
authentication activities, error handling, secure key management processes for 
data protection, session management, input and output handling, and third-party 
resource usage. 

9. Security is a journey, not a destination – As the mobile device market share is 
continually rising all over the world, the threat list is also growing. Developers have a 
responsibility to be continually informed of the threat landscape, which will help them 
address vulnerabilities within the application. Threat analysis should be an integrated part 
of the development process, and its value cannot be undermined. 

13 OAG Web site – http://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/privacy_on_the_go.pdf
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DELIVERY
Once strategy is in place for a mobile app, the delivery phase can 
begin, typically consisting of architecture/design, coding, testing, and 
actual deployment. The design component can determine how your 
employees and customers see, experience, and interact with your 
business. Organizations have struggled to design apps to change 
behavior, choose development life cycles and platforms, blend testing 
with coding, and maintain the health of existing apps.

Delivery approaches
Mobile app delivery should reflect leading practices in app delivery as a whole, utilizing 
best in breed practices borrowed from design thinking, motivational design, agile, and 
lean methodologies. For example, developers should seamlessly blend design with user 
feedback, as in the feedback loop below: 

In addition, developers should aim for transparency, clarity, accountability, and collaboration 
within the development team comprising a cross-functional team (design, analytics, 
business, research technology). This can facilitate cross-practice understanding of the 
rationale behind the solution and lead to high trust and confidence in design decisions across 
the organization. Time invested in these early stages can also mold adherence to strategic 
initiatives while getting to market as efficiently as possible. 

Motivating through design 
The goal of the design process is to change engagement models for users and effectively 
unleash the benefits of the mobile app. This effort draws on instructional design theory, 
particularly Motivational Design, pioneered by John Keller in 2010.1 Keller’s Attention, 
Relevance, Confidence, Satisfaction (ARCS) model presumes that people are motivated to 
learn if there is value in the knowledge presented (i.e., it fulfills personal needs) and if there is 
an optimistic expectation for success.2 

The first step is to identify the real problem at hand through behavior and motivational 
research and why the problem is occurring. At this point, behaviors can be modeled and 
future behavior engineered to encourage a change in the user pattern. This change can be 
for efficiency, to maximize a certain pattern, and so on. When this has been completed, the 
approach and steps can be viewed in the context of Customer Journey and Behavior Maps 
as an executable solution. 

Choosing a development life cycle 
Whichever flavor of development is chosen, it should be done carefully to fulfill the needs 
of the project and according to the strength of the team. In this way, there is no one “best” 
development life cycle.

A common implementation error we have witnessed is when developers use two popular 
development methodologies, Agile and Scrum, interchangeably, thereby relying on iterations 
to determine direction, rather than investing in the foundational planning of a project. 

1 http://en.wikipedia.org/wiki/Instructional_design#cite_note-61
2 Ely, Donald (1983). Development and Use of the ARCS Model of Motivational Design.  

Libraries Unlimited. pp. 225–245.
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There are many variations of Agile and Scrum, but all are delicate ecosystems that should be 
adhered to, respectively, rather than taking convenient features from each. Design needs to 
be a part of any mobile development life cycle.

Close alignment of mobile app delivery with app strategy is critical. Shortcutting such an 
alignment can have far-reaching effects as the project evolves. If the team is not planning 
more than two weeks ahead, it may become difficult to align development with business 
goals and strategy and easy to miss key points. A team cannot simply utilize a certain 
methodology and assume success. 

Development life cycle decisions are at the base of a great mobile experience. An agile-based 
approach that is iterative in nature is often chosen as a methodology of choice. 

Choosing an application development platform
Many organizations choose the wrong technology 
platform—native, Web-based, or hybrid—or delay 
the decision until too late in the project. In the world 
of platforms, things are not always as they appear. 

A hybrid platform (HTML5 + Native) may appear to be 
the best and easiest approach because it can function 
across multiple platforms, and many enterprises 
have developers who are knowledgeable in Web 
technology and are ready and able to help. But it may 
not be. 

For example, a company may want to do a hybrid 
container application because its developers are 
familiar with a platform. The idea that this eager labor 
pool is a cost efficient choice and can provide a more 
consistent User Interface (UI) application across 
devices initially seems very plausible. However, they 
may realize too late the vast difference between 
JavaScript/Mobile Web implementations and 
classic enterprise server centric Web development. 
In addition, they may underestimate their staff’s ability to understand the complexity of native 
device interactions and deployment. The business assumption is that a hybrid platform is a 
simple undertaking, but in reality, it can be more complicated than native implementation in 
the short term. Enterprises also need to consider road map and longevity of experiences, 
for example, hybrid apps truly show their value of the duration in a lower cost of ownership; 
however, choosing a cross-platform solution when the organization is currently a single 
platform mobile environment will increase the cost of ownership.

For enterprise apps, most organizations target more devices and versions than their app will be 
able to accommodate. Others may simply propose a platform choice based on Web site user 
statistics, which is typically an insufficient method for determining which devices to support, 
as it does not properly weigh cost and effort required for each platform.

Native: mobile app development 
approach and language specific 
and unique to a single mobile 
operating system (OS) platform 
(i.e., iOS)

Web: Web development 
approach tailored to achieve the 
look and feel of a native mobile 
app accessible across multiple 
platforms

Hybrid: build with a combination 
of Web technologies 
(i.e., HTML5) to deploy across 
multiple platforms while 
leveraging a native container 
for more customized experience

Development platform choices are a spectrum from rich to 
reach, with great experiences and native on one side, and 
platform reach on the Web side, with a lot of gray in between. 
Where you land is an important and nuanced decision, which 
is a combination of technology, road map, staffing, and culture.

Michael Wolf
Director of Technology, Digital, and Mobile Services, KPMG LLP

Becoming responsibly mobile with apps – Delivery   3

© 2015 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent member firms affiliated 
with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved. Printed in the U.S.A. The KPMG name, logo and 
“cutting through complexity” are registered trademarks or trademarks of KPMG International. NDPPS 362423



4   Becoming responsibly mobile with apps – Delivery

In the fast moving world of technology, an early assumption that proves false can mean that 
the decision to go one platform direction needs to be adhered to long after the realization that 
another approach would indeed cover the vast majority of users. Rather than use sophisticated 
Web techniques to determine the development approach, it is actually more economical 
to focus on user-based research. For example, is your Android user demographic entirely 
U.S. based? If so, you would need to target only versions applicable in the United States and 
not have to support some of the older versions that are prominent in some of the emerging 
markets. A characteristic of a mature digital organization is acting with a mind for data, and 
moving at the pace the devices and services push the organization’s road maps.

How healthy are your existing applications?
Enterprise applications are business assets that require regular monitoring to ensure they are 
providing adequate value to their users and therefore the company. What is the best practice to 
maintain older applications or OS? To properly evaluate this, the organization needs to understand 
the now quantifiable value that the application brings to the business and compare it to both the 
cost of maintaining the old version of the application versus the required investment to bring 
it up to a modern version of the OS. The other key consideration would be the risk exposure 
and appetite for an organization choosing not to update the OS on user devices in order to 
accommodate aging applications that would cease functioning if the device were upgraded. 
Times change and an application in a once dominant OS such as BlackBerry® may not contain 
high business value moving forward. For this reason, there should be no set time period for the 
lifetime of an application. It should be based on supporting analytics and usage statistics. Every 
market is specific, and the expectations of the user are the strongest drivers.

Given today’s changing and emerging risk environment, it is a good practice to continuously 
evaluate the security and privacy components of individual mobile apps and the broader 
apps portfolio. This will help quantify a risk profile and help identify risks that may not be 
mitigated. This is valuable information that will help management make informed decisions 
pertaining to risk remediation or risk acceptance. For example, if it is determined that the 
value the application delivers to users is limited and the risk is deemed high due to type of 
data processed by the application and presence of coding vulnerabilities, management may 
make the decision to update the application or replace it altogether.
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GOVERNANCE
One of the greatest challenges organizations have faced in mobile app 
development has been lack of consistency in (1) how mobile app use 
cases are identified; (2) how User Experience (UX), design, compliance 
requirements, and secure coding practices and principles are applied; 
and (3) how the portfolio of mobile apps is controlled and monitored 
on an ongoing basis. This lack of consistency can undermine app 
adoption, user experience, and compliance with regulatory and 
security requirements, while increasing costs of maintaining and 
supporting the applications. The answer to this inconsistency is a 
strong app governance program, which can establish the proper 
framework for better organization, management, oversight, 
and visibility into app life cycles on a real-time basis.

Mobile Center of Excellence
Mobile app governance often takes the form of a Mobile Center of Excellence (MCoE) 
consisting of cross-functional stakeholders chartered to govern the mobile apps program and 
manage risk and compliance. The responsibilities of this function may include overseeing 
mobile apps strategy, ensuring that security/privacy/compliance are consistently incorporated 
in the development process, effectively applying mobile development standards and policies, 
app deployment, and ongoing monitoring of related metrics. 

An MCoE can help the organization navigate the sea of third-party apps and custom options 
available to the organization by serving as the central point of decision making for all app-
related issues. The MCoE can also help ensure that the selected or developed apps meet 
functional and security requirements and avoid unnecessary risk exposures. 
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Mobile is unique in that it has the ability to affect virtually every aspect of a business. For this 
reason, it is imperative that MCoEs govern collaboratively. While the MCoE can be the owner 
of the mobile program—including standards, policies, and guidelines—it should comprise 
cross-functional teams, including Legal, IT Security, IT Infrastructure, IT App Development 
(internal or external), and Marketing/Public Affairs. Cross-functional engagement helps ensure 
that the app meets requirements for security, regulatory concerns, and business strategy 
needs, and avoids duplicating the efforts of others. It can also help expedite the process of 
evaluating existing apps and new proposals for apps and focus development resources on the 
highest-value projects. 

Risk management and monitoring function
Continuous monitoring is critical to an effective mobile governance program and risk 
assessment and mitigation. An effective monitoring capability should focus on identifying 
events that compromise compliance with internal policies and procedures, external laws and 
regulations, as well as privacy- and security-related risk posture. To accomplish this, the MCoE 
should determine what to monitor and how. 

An organization should have the ability to understand what applications its users have 
downloaded on their personal or company-provided devices and what risks those applications 
pose to the corporate environment. For example, through the use of automated tools, the 
organization may determine that many of its users have downloaded any number and types 
of PDF reader apps developed by third-party developers, which may contain vulnerabilities/
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security threats or collect users’ personal information. The MCoE can assess the risk and 
potentially decide to ask users to remove these applications. At the same time, the MCoE can 
offer a more secure version of a PDF reader app on its internal app store.

Furthermore, even if a company deploys the majority of its apps in a private corporate app 
store, the MCoE should have employed effective controls over deployment of internal apps 
into the public app stores. To help ensure that only approved apps are signed and deployed to 
the public apps stores, the MCoE app deployment process should include quality and security 
gateways, as well as proper management and authorizations over the app store electronic 
signatures and keys. The MCoE should also have purview into what applications have been 
uploaded to public app stores that may be tied (or perceived to be tied) to the organization 
itself, and therefore may cause reputational harm. 

For both enterprise and public apps, the MCoE can provide mobile app portfolio risk 
management and assurance services that help risk-rate developed applications based on a 
variety of factors that may impact the organization’s risk profile, information security posture, 
brand reputation, or regulatory compliance. This can be accomplished by incorporating a 
continuous mobile app risk assessment and monitoring program that will look at the evolving 
risk landscape and its impact on the company’s mobile application portfolio.
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