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T he rapid pace of change in today’s 
competitive business world is 
driving chief financial officers 

(CFOs) to uncover new ways to improve 
efficiency and reduce risk, all at a lower 
cost as they seek to deliver maximum 
value to shareholders. CFOs are rethinking 
their approaches to disruption, including 
looking to automation to propel their 
efficiency and low-cost agendas forward. 
This migration towards automation is 
prompting organizations to re-examine their 
risk management strategies.

The modern organization faces 
significant risk in a number of areas—
including strategy, finance, operations, and 
technology—as well as reputational issues 
and the growing threat of cyberattacks. 
Developing an effective risk governance 
and controls environment that supports 
innovation, automation, and organizational 
changes is one way in which organizations 
can stay on top of the risk-related 
challenges they face from disruption. 

Extreme automation in practice
Technological advances are impacting how 
organizations perform business tasks—and 
ultimately how they handle their approach 
to risk identification and risk management. 

The future will see a shift from 
descriptive and diagnostic analytics to 
predictive and prescriptive measures that 
can help detect potential risks earlier and 
facilitate data-driven decisions on what 
should be done to control them. Predictive 
analytics can be applied to identify 
vulnerabilities and fraud. By deploying deep 
pattern analysis algorithms, for instance, 
organizations can better recognize network 
anomalies or inappropriate access by 
hackers via tracking network traffic in 
real time. Prescriptive analytics can be 
leveraged to explore new markets or 
channels. Artificial intelligence (AI) can 
produce a scenario analysis of these 
opportunities, providing valuable insights 
and identifying weaknesses. Business 
leaders can identify next steps and adjust 
their strategies and plans accordingly.

The use of robotic process automation 
and machine learning will enable 
faster decisions and lower costs, while 
automated master data management, 
cloud technologies, and blockchain will 
lead to improvements in how data is 
structured and accessed, reducing  
the need for repetitive processes and 
manual interventions.

Reducing manual control activities will 
provide a platform for efficiency, growth, 
and scalability. The use of such systems 
will lead to stronger confidence in an 
organization’s risk processes and better 
value around risk management, which in 
turn will enable a stronger focus on the 
drivers of strategic value and  
business performance.

The benefits of such methods are 
starting to be appreciated. When asked to 
rank the most important benefits of using 
advanced technologies in the financial 
reporting process, over a quarter (27 
percent) of financial executives pointed to 
real-time insights into areas of heightened 
risk and internal controls.2
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1  KPMG LLP, 2019 U.S. CEO Outlook: Agile or irrelevant: Redefining resilience: https://assets.
kpmg/content/dam/kpmg/us/pdf/2019/06/2019-ceo-outlook.pdf

2  KPMG LLP and Forbes Insights, Digital transformation (2017): https://home.kpmg.com/content/
dam/kpmg/us/pdf/2017/08/KPMG-Forbes-Digital-Transformation-report.pdf

72%
of CEOs believe that 
strong cybersecurity 
is critical to engender 
trust with key 
stakeholders.1
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The progressive 
integration and 
governance 
of internal and 
external data 
which—along 
with the mining 
of untapped data 
sources—will 
drive predictive 
and prescriptive 
insights.

A revolutionary 
recordkeeping 
technology 
that will help 
increase data 
security, shorten 
transaction cycles, 
and eliminate 
the need for 
reconciliations.

As-a-service 
software for 
enterprise 
performance 
management 
and enterprise 
resource planning, 
which are enabling 
integrated, real-
time data and 
end-to-end global 
processes.

This software 
automates 
repetitive, 
rules-based 
activities that have 
traditionally been 
done by humans.

These software 
algorithms, 
which power AI, 
can augment 
human reasoning, 
problem-solving, 
and decision-
making.

This class of 
automation, which 
encompasses 
machine learning 
and AI, refers to 
electronic brains 
that will challenge 
the finance 
and accounting 
opinion, provide 
deep analytics, 
and enable 
dynamic insights.

This technology 
quickly processes 
large volumes of 
textual data that 
previously could 
be understood 
only by humans.

•  Reduced risk 
of human error 
from manual 
data entry and 
manipulation

•  Automated 
master data 
management 
enables 
progressive data 
governance

•  Reduced manual 
execution 
of complex 
processes 
reduces manual 
reconciliations

•  Transparency 
into verifiable 
and auditable 
transactions

•  Potential for real-
time disaster 
recovery for 
automated 
processes

•  Enables real-
time controls 
monitoring

•  Centralized 
platform: 
enables 
seamless 
consolidation 
and enhanced 
data governance 
through limited 
handoffs

•  The automation 
of highly 
repetitive, 
transactional 
tasks enables 
consistent inputs 
and outputs, 
reducing 
operating and 
testing costs

•  Simplifies 
control points 
by reducing data 
entry between 
systems

•  Built-in, auditable 
structured steps 
and decisions

•  Reduction 
in mistakes, 
accidents, 
regulatory 
violations, and 
fraud

•  Increased 
controls 
capability and 
improved risk 
reaction time

•  Increased 
security, 
controls, and 
governance 
with no 
corresponding 
work increase

•  Reduced Excel-
based efforts 
for reporting 
enhances 
controls and 
reduces risk

•  Automatic 
information 
processing 
reduces human 
intervention and 
possibility of 
error, reducing 
risks 
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Extreme automation will enable an improved control environment

Overcoming obstacles
Currently, though, it is only the  
market leaders that have fully  
embraced the use of automation and 
analytics to improve risk management 
processes. According to KPMG LLP 
(KPMG) research, only 18 percent of  
key controls are automated in an 
average organization,3 while a meager 
20 percent of companies have continuous 
auditing controls.4 

Lack of implementation may stem 
from business leaders being weary of 
the possible challenges of adopting new 
technologies—such as process integration, 
systems compatibility, organizational 
culture, and data leakage concerns. 
The possibility of cyber threats may also 
lead to apprehension; 51 percent of chief 
executive officers say it is just a matter of 
time before their organization is hit by a 
cyberattack, yet only 25 percent consider 

themselves very well prepared for such 
an attack.5 

Even those that do have the capability 
to glean extra insight around risk and the 
potential for further efficiencies may not 
be taking advantage of it. A whopping 
39 percent of businesses do not leverage 
data and analytics within their Sarbanes-
Oxley Act (SOX) programs in any way.6 
This could be due to lack of understanding 
the potential benefits of these programs. 

3     KPMG LLP, 2016 Internal SOX Survey: https://advisory.kpmg.us/content/dam/advisory/en/pdfs/
kpmg-2016-internal-sox-survey.pdf

4, 6  KPMG LLP, 2017 Internal Controls Survey: https://advisory.kpmg.us/content/dam/advisory/en/
pdfs/2017-internal-controls-survey.pdf

5       KPMG LLP, 2019 U.S. CEO Outlook: Agile or irrelevant: Redefining resilience: https://assets.
kpmg/content/dam/kpmg/us/pdf/2019/06/2019-ceo-outlook.pdf
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Others may experience a “trust deficit,” 
or “a lack of trust and confidence that 
the underlying data, the analysis, and the 
business interpretation of the outcomes will 
be able to distinguish between legitimate 
transactions and fraudulent activity in an 
efficient and cost-effective manner.”7 

Despite the limited use of data in the 
current control environment, it is widely 
recognized that the automation of controls 
will be necessary to help reduce cost and 
risk in the future. An estimated 60 percent 
to 70 percent of manual controls performed 
today are expected to be automated in the 
next five to ten years.8 This will result in both 
more efficient governance and lower labor 
requirements, leading to more value for 
the organization.

A new scope for internal audit
Internal controls must keep up with the 
speed of disruption, at a minimum, or 
surpass it for value creation, while a 
continuous process must be established 
to assess the potential impacts of 
technological advancements on existing 
processes, systems, and controls. This 
means supporting innovation, automation, 
and organizational changes to help 
businesses establish and monitor their risk 
positions to promote agility.

The internal audit function will play a 
pivotal role in helping organizations make 
the changes that are required to manage 
risk more effectively. Internal audit 
professionals need to be involved from the 
very start of any change process, helping to 
shape new processes, systems, and wider 
organizational changes and reporting to audit 
committees and CFOs. 

Internal audit will need to transform into 
a “value lens” for the business, shifting 
away from its traditional role focused 
on monitoring financial activities, testing 
controls to prevent misstatements, 
and ensuring compliance. It will need 
to become more of an analytical and 
consultative function, capable of 
identifying, assessing, and proactively 
mitigating broader operational and 
strategic risks—including those related 
to the company’s brand and reputation, 

as well as cybersecurity and emerging 
technology concerns. Internal audit will 
also be tasked with providing an integrated, 
data-driven view of assurance and business 
performance to senior management, 
the board, and the audit committee.

Working closely with the CFO and 
the broader business, internal audit 
professionals will need to determine  
the extent to which they wish to automate 
areas such as strategy monitoring, 
operational monitoring, finance and 
information technology (IT), and develop a 
controls structure appropriate to the level 
of automation required. 

This will, in part, depend on the agreed 
level of risk the business is prepared to take 
on, but generally, the more automated a 
company is, the more automated the control 
environment tends to be. A business which 
automatically backs up its IT systems, 
for instance, would be able to monitor that 
back-up through an automated control, 
rather than having to rely on a manual 
process with the potential for human error.

60%–70%
of manual controls performed today are 
expected to be automated in the next 
5 to 10 years.

7  KPMG International, Using analytics successfully to detect fraud (July 2016): https://assets.
kpmg.com/content/dam/kpmg/pdf/2016/07/using-analytics-sucessfully-to-detect-fraud.pdf 

8  Estimate from KPMG LLP
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New skills for internal audit
The changing role and responsibilities  
of internal audit will translate to new skill 
requirements. Internal audit will need 
to take a more consultative approach 
towards working with other parts of the 
business than may have been the case in 
the past. According to research by KPMG 
International, 67 percent of CFOs and audit 
committee chairs rank communication skills 
in the top five attributes needed by the 
modern internal audit professional—a higher 
score than any other skill—with 52 percent 
pointing to critical thinking and judgement 
and 27 percent citing the ability to work 
across silos—skills that differ from the more 
traditional finance-based requirements.9

Knowledge of the risk environment 
is essential, and individuals need to be 
able to incorporate this knowledge into 
their approach to controls design. Internal 
audit needs to be able to test, review, 
and audit risks and understand what a 
strong control environment looks like, 
particularly while that environment is 
rapidly changing. To improve effectiveness, 
internal auditors can even think as if they are 
hackers themselves.

Internal audit professionals will also 
need to be equipped with the right skill set 
to properly utilize the technology that is 
available. Some 62 percent of CFOs and 
audit committee chairs put technology 
skills in their top five list for internal audit 
capabilities, while 39 percent highlight the 
need to be able to command and understand 
data analytics.10

Finally, internal audit will require the 
critical thinking needed to make sense 
of the information at their disposal. 
This includes integrating governance, risk, 
and controls considerations throughout the 
automation program life cycle, identifying 
opportunities to embed automation-enabled 
control activities within the business, and 
capitalizing on intelligent automation to 
increase the efficiency and effectiveness of 
its own activities. 

The new role of internal audit will allow 
CFOs, risk management teams, and 
businesses in general to better understand 
and anticipate shifts in risk profile as well as 
predict and identify control failures. 

Beginning the journey
Business process owners, risk management 
functions, and internal audit all have an 
important role to play in helping to create 
the framework around which organizations 
can assess, control, and, ultimately, reduce 
risk to the business. 

“Every organization is different 
in how they approach this,” says 
Dr. Jon Danielsson, director of the Systemic 
Risk Centre at the London School of 
Economics’ Department of Finance. “Most 
finance organizations will have a chief risk 
officer, but in organizations without one, the 
CFO might have that role. Often it can be 
individual business units that report to the 
CFO or the board.”

To succeed in the future, organizations 
will need to maintain an agile control 
environment. They will have to build 
“auditability” into their applications of 
extreme automation and scan signals 
of change to anticipate and prepare for 
changes in the external audit, such as 
leveraging cognitive technology to deliver 
higher-quality audits.

However organizations choose to 
prepare for impending disruption, effective 
risk management will be at the center 
of any strategy, helping those tasked 
with understanding risk operate in a 
more efficient and reliable manner. In the 
longer-term, knowing the issue of risk is 
properly monitored and managed means 
the wider finance function can focus on 
its primary objectives: delivering value, 
generating returns, and shaping broader 
business strategy.

Some organizations have already 
taken steps to overhaul their existing 
risk strategies:
— After implementing a new product 
distribution and pricing strategy, 
a major life sciences company 
inadvertently set the stage for 
commercial terms abuse and product 
diversion, resulting in revenue 
leakage. To combat these issues, the 
company required distributors to self-
report product sales data regularly, 
but it struggled to glean insights from 
this data.

Working with KPMG, the 
company implemented a system 
that imported distributor data 
from more than 50 sources with 
inconsistent formatting each month. 
The data was then transformed 
into a harmonized data set ready for 
advanced analytics—a task that had 
been declared impossible by the 
company’s internal IT and analytics 
team. Applying advanced analytics 
enabled the company to identify $17 
million in potentially erroneous claims 
and rebates payments, as well as 
200+ pharmacies that had violated 
business rules. 
— A global automotive company 
wanted a partner that would steer it 
on the right path of compliance and 
help build a high-quality, lean SOX 
compliance program. KPMG was 
able to refresh the company’s control 
framework and testing approaches, 
enabling it to cut IT general controls 
testing costs by 30 percent over 
three years, significantly decrease the 
amount of time to test each control, 
and reduce external audit efforts.

Risk and reward

9, 10  KPMG International, Seeking value through Internal Audit (February 2016): https://assets.kpmg.
com/content/dam/kpmg/pdf/2016/03/seeking-value-through-internal-audit.pdf
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KPMG’s Finance Transformation 
practice along with our Internal Audit 
and Enterprise Risk practice can help 
your finance organization prepare for 
disruption. We work with our clients 
with passion and purpose, integrating 
innovation approaches and deep 
knowledge to deliver real results.

Our approach, methodologies, and 
tools are time-tested across various 
industries and have consistently 
demonstrated enhanced strategic value 
to the finance function. KPMG’s global 
network helps clients align their finance 
organizations with the strategies and 
needs of their businesses to realize and 
sustain value over the long term.

KPMG LLP, the audit, tax and advisory 
firm, is the U.S. member firm of KPMG 
International Cooperative (“KPMG 
International”). KPMG is a global 
network of professional services firms 
providing Audit, Tax and Advisory 
services. We operate in 153 countries 
and have 207,000 people working in 
member firms around the world.

How KPMG  
can help

About KPMG
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Contact us

Susan Burkom
Managing Director, Advisory
Internal Audit & Enterprise Risk
T: 410-949-8771
E: sburkom@kpmg.com

Ron Walker
Finance Transformation
Service Network Lead
T: 858-750-7057
E: rwalker@kpmg.com

Deon Minnaar
Partner, Advisory
Internal Audit & Enterprise Risk
T: 212-872-5634
E: deonminnaar@kpmg.com

Some or all of the services described herein may 
not be permissible for KPMG audit clients and their 
affiliates or related entities.
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