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Convergent forces

Three macro trends are at play today which will have a dramatic effect on how we think about both 
cyber security and artificial intelligence in the years ahead.

Data Cyber threats & attacks Automation
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Deep learning: bright promise, dark risks

The same deep learning techniques used to train and build advanced AI solutions that will change the 
world are available to bad actors, enabled by the API economy.
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Deep learning takes advantage of 
large data sets to learn and 
improve over time
A deep learning system’s output 
becomes more accurate as it 
receives more data. Deep learning 
utilizes a set of analytical layers, 
where each successive layer 
performs more generalizable 
learning tasks until a pattern is 
identified. This work is performed in 
fractions of seconds
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Source: KPMG Cognitive Automation Lab 2018

Machine learning
Humans define the features that 
represent possible connections 
from input to output, but machines 
learn the optimal path

Deep learning
— Subset of machine learning where hidden layers 

represent non-human created paths from input to output
— To learn how to make correct decisions, the hidden layers 

attempt to generalize, at increasing levels of complexity, 
over input features

— These layers are referred to as “hidden” simply because 
they are in neither the input nor the output layers

— Currently, the generalizations made by the hidden layers 
are not directly interpretable by humans

Input layer Hidden layer Output layer
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Combat deep learning threats with deep learning 
solutions
The applications for deep 
learning are invaluable and 
seemingly limitless across 
the global economy, with 
examples ranging from 
brain cancer detection and 
weather forecasting to 
energy usage fluctuations 
and autonomous vehicles. 

The fact that Google, IBM, 
Facebook, Twitter, and 
Salesforce have all 
acquired deep learning 
start-ups over the past 
several years is testament 
to the potential viability of 
this field. 

Source: Harvey Nash/KPMG CIO Survey 2017

Bad cyber actors come in many forms—threat origins that CIOs are most 
concerned about

Values in percentages

2016 2017

Organized cyber 
crime

69 71
Amateur cyber 
criminals

48 52
Insiders 40 48
Spammers 37 39
Foreign powers 27 28
Competitors 16 19
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Proactive security – There are a lot of touch points
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The key for senior security 
leaders across the 
corporate and government 
sectors will be to move 
from being reactive to being 
proactive and adaptive. 
KPMG recommends the 
following.
— Skills: knowledge & 

team training
— Vendor intelligence
— Threat analysis and 

modeling
— Long term plan for 

continuous improvement
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Intelligent automation cyber security framework

Intelligent
Automation

Cyber Security
Framework

Uses

Provide prioritized 
security and risk controls 
and capabilities guidance 
to the organization 

Assess current 
deployments and 
capabilities and identify 
and prioritize gaps 

Scope and define 
controls for planned 
automation adoption

1 2 3

KPMG has developed a 
strategic, flexible, and end-
to-end Intelligent 
Automation Cyber Security 
Framework consisting of an 
extensive list of vendor-
agnostic security controls, 
grouped into subject areas, 
that enable organizations to 
adopt IA securely. 

— Software development 
lifecycle

— Supply chain management

— Privacy
— Data security

— Vulnerability management
— Patch management
— Configuration and change 

management
— Network security
— Asset management

— Authentication and 
authorization

— Privileged access 
management

— Logging and 
monitoring

— Incident response
— Contingency 

planning
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Next steps: Where do we go from here?

Deep learning represents an opportunity for organizations to augment and build out security 
capabilities to protect, enable, and sustain the business.

Operate and 
detect Respond Recover and

remediate
Implement and 
protect

Identify and 
strategize

1. IA security risk and 
capability gap 
assessment

2. Establish policies 
3. Target state architecture
4. Technology 

rationalization
5. Target state organization 

and process
6. Implementation 

roadmap

Set your security risk 
profile and policy

1. Security solution 
selection to address 
capability and risk gaps

2. Agile design and 
implementation of 
process and solutions

3. Organization and 
governance changes

4. Integration with existing 
solutions and processes

Build a framework to 
manage cyber risks

1. Define and implement 
operational processes

2. Configure and tune 
detection and alerting 
thresholds and policies

3. Perform one-time and 
ongoing audits

4. Ongoing IA security and 
risk assessments

Monitor and improve 
your security controls

1. Design process, 
technology, and people 
changes to help ensure 
appropriate response for 
IA incidents

2. Conduct triage and 
forensics response 
processes

Effective cyber security 
incident response

1. Design and implement 
resilience and recovery 
measures for critical 
systems and data

2. Help ensure ongoing 
learning and 
improvement

3. Conduct awareness 
training

Incident recovery, 
awareness, and learning

Source: KPMG 2018

Continuous improvement

We suggest starting with this strategic plan:
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There is no silver bullet

There are no definitive 
answers, no cut-and-dried 
solutions. We’re in a new 
era of cyber threats and 
cyber security. 
Perhaps as much as it 
takes groundbreaking 
technologies, it requires 
talent—data scientists, 
cyber strategists, cognitive 
engineers, robotics 
experts— thinking 
critically, asking questions, 
and gathering insight. 
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Organizations worldwide that have or plan to add predictive 
threat technologies to their cyber security arsenalsAreas of greatest 

investment in technology 
expected in three years

Source: KPMG U.S.CEO Outlook 2017

Data analytics61%

Cognitive 
technologies

58%

Internet of 
things

55%
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Source: Sophos, The State of Endpoint Security Today, 2017

Values in percentages

We already have it We plan to implement within the next 12 months



Thank you
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