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Introduction
While the U.S. faces the prospect of a new incoming administration, and we 
continue to be grappling with a global pandemic, little is expected to change 
on the prospect of regulation when it comes to financial crime. The effects of 
Covid-19 will last for years to come and will undoubtedly shift many regulatory 
and compliance priorities; however, we believe the pressures on financial 
institutions to comply with financial crime regulation will continue to grow. 

So what does the “new” future of financial crime compliance look like?

This paper sets forth five key areas that compliance officers should consider as 
they assess and prioritize investments to pave the foundation for their future 
financial crime programs: 

1. Culture of compliance

2. Integration

3. Data and technology infrastructure

4. Regulatory change management

5. Staffing model, automation and outsourcing.

Compliance officers will benefit from prioritizing workstreams and evaluating how 
investments in these areas will impact their organizations’ anti-money laundering 
(AML) and financial crime compliance approach and benefit the institution 
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Balancing the needs of compliance with integration and automation
In recent years, regulators have required financial institutions to maintain 
increasingly robust and integrated AML programs. Most recently, this has 
required significant investments of time, money, and resources by AML 
officers1 just to meet existing regulatory requirements and expectations. 
In addition to these regulatory pressures, compliance costs have soared, it has 
become increasingly difficult to identify and retain qualified AML employees, 
and liability for AML compliance violations are on the rise.

Compounding these issues, innovators, disruptors, and global impacts2 are 
putting financial strain on firms. As a result, many AML officers have only 
concentrated on meeting current regulatory expectations to avoid fines—a 
reactive approach to compliance. The unintended result is that compliance 
spending is disproportionately allocated to tactical responses and not to 
program enhancements, which now are critical as the industry adapts to a 
potential new normal when it comes to their operations. As we have seen 
throughout the industry over the past year, many AML officers have been left 
wondering how they will adapt their own operations for the coming years while 
not losing sight of the strategic thinking, innovation, and prioritization that are 
needed to develop a sustainable and cost-effective framework for addressing 
financial crime. 

As we consider the long view in financial crime, the fundamentals have 
not changed. U.S. regulators are still encouraging the exploration and use 
of innovative approaches to combat money laundering, as other regulatory 
jurisdictions around the world adopt a similar stance. AML compliance is 
successful when there is integration across an enterprise and successful 
automation of processes. Going forward, AML and financial crime compliance 
officers (collectively referred to herein as “compliance officers”) who can 
manage their compliance programs faster, more cheaply, and more effectively 
than their peers can realize a competitive advantage for their institutions.

It is a delicate balance to simultaneously anticipate change as we have seen 
from the past year’s events while continuing to satisfy current expectations. 
Executive management and compliance officers should focus on where 
their programs need to be in the next five years—and act now to develop a 
defined plan for getting there. Marketplace disrupters should not be viewed as 
roadblocks but as opportunities to find new ways to solve problems and create 
value while maintaining a flexible and agile program that can be ready when 
change happens. 

When thinking about the future of financial crime, compliance programs must 
be strategically designed with input across the three lines of defense—the 
business, risk management and compliance, and internal audit. There must also 
be a complete understanding of the institution’s inherent risks and risk trends. 
By dedicating appropriate funds to address both current and future needs, 
compliance officers can better position their institutions to manage risks and 
balance operational and business needs. This approach will also enable the 
compliance officer to thoughtfully design a future financial crime program that is 
more dynamic, agile, integrated, digitized, and competitive.

1  Although this article references AML officers in particular, it is recognized that some larger 
financial institutions have or may be considering restructuring their compliance programs to 
create a financial crime umbrella that would encompass AML, sanctions, frauds, anti-bribery and 
corruption, surveillance, and other similar compliance matters. These institutions have appointed 
a financial crime compliance officer to oversee and direct this program, and they may also find 
this article valuable.

2  “Agencies issue a joint statement on innovative industry approaches,” U.S. Office of the 
Comptroller of the Currency, December 3, 2018, occ.gov



overall.

Governance 
and culture

R
espond Dete

ct

Line of business

D
esign and execute contro

ls

People, skills, and
Policies and

Com
m

unication 

an
al

yt
ic

s

and investigations

C
om

pl
ia

nc
e

due procedures

and training

da
ta

testing

management 

R
eporting

ris
k

diligence

Te
ch

no
lo

gy
 a

n
d

Monitoring andIssues

as
se

ss
m

en
t

Compliance functions

Advise, challenge, and assess

Internal audit function

Independent assurance

Prevent

Comply with current regulatory 
requirements and expectations. 
Objectives include tracking of 
issues; remediation of gaps; 
taking inventory of existing 
financial crime regulatory 
obligations; designing and 
implementing enhanced financial 
crime compliance policies, 
procedures, processes, and 
controls to comply with the 
existing regulatory landscape; 
and preparing for future 
regulatory requirements.

Comply

Further automate the financial 
crime compliance activities 
for even greater consistency, 
efficiencies, and agility. At this 
stage, financial institutions 
seek to further automate rule 
scanning, negative news, 
sanctions scanning, due 
diligence, monitoring and testing, 
risk assessment processes, 
surveillance, investigations, 
work flows, reporting including 
development of dashboards, and 
data governance.

Automate
Further integrate the financial 
crime program enterprise-wide. 
As financial institutions mature 
in their compliance approaches, 
they typically seek to break down 
organizational silos in favor of a 
more centralized approach. This 
change impacts their governance 
structure, reporting, monitoring, 
testing, risk assessments, 
investigations, screening, 
technology, and data needs. 

Integrate

Current Future

3  The KPMG framework integrates the U.S. Federal Sentencing Guidelines suggestions for compliance 
programs as a foundation and goes beyond those concepts to incorporate regulatory AML, Sanctions 
and Anti-Bribery and Corruption (ABC) requirements, guidance, and leading initiatives by peers.

Utilizing a framework for compliance
Financial institutions should strategically investing in 
initiatives focused on the long term, while concurrently 
prioritizing immediate program needs and effectiveness. 
To assist financial institutions in maintaining and refining 
their compliance programs, KPMG has developed a 
proprietary Financial Crime Program framework that 
consists of eight components, with governance and 
culture at its core.3 

As financial institutions advance in their financial crime 
compliance journey, their compliance activities shift from 
responding and remediating to proactive prevention and 
detection. This allows for greater efficiency, sustainability, 
and agility. It also helps institutions to think about 
compliance not just as a cost of doing business but also 
as a competitive advantage.
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Culture of compliance

The presence of a strong compliance culture establishes 
the foundation for, adherence to, and responsibility for 
regulatory requirements within everyday practices. When 
a financial institution does not have the right culture or a 
fundamental commitment to “doing the right thing,” the 
institution is vulnerable to misconduct, specifically financial 
crime misconduct (i.e., AML, fraud, etc.). The failure to instill 
a culture of compliance can carry significant costs, including 
fines, reputational harm, and damage to the business.4, 5

Regulators are increasingly focusing on the culture of 
compliance, including AML culture, at the institutions they 
examine. This includes looking at:

 — Management’s commitment to, and support of, a culture 
of integrity and compliance throughout the institution

 — How compliance leaders regularly assess culture
 — How incentives and disciplinary protocols are aligned 

with the desired culture (such as promotions, pay 
incentives, etc.)

 — Whether there are any subcultures that impair an 
institution’s cultural values 

 — Whether senior leadership, including management 
within the business units, consistently reinforces 
the message of compliance by setting the tone from 
the top. When compliance can be overridden by 
the business, and improper conduct exists without 

accountability, the compliance function may be 
rendered ineffective6 

 — How the board evaluates root causes of misconduct 
and whether it timely mitigates systemic issues

 — The key risk indicators (KRIs) and metrics information 
that the board of directors and executive leadership 
receive, indicative of an institution’s cultural “health”

 — How willing employees are to escalate and raise issues 
when they observe inappropriate behavior and whether 
effective challenge exists.

This notion that a strong culture of compliance is critical,7 
specifically AML compliance8, is demonstrated through 
guidance and enforcement actions. The Financial Crimes 
Enforcement Network (FinCEN), for example, has identified 
culture of compliance as a factor in regulatory exams and 
violations, In 2014, FinCEN issued an advisory on culture, 
highlighting the importance of a strong culture of AML 
compliance for senior management, leadership, and owners 
of all financial institutions.

1

4  Stung by Big Fines, Big Banks Beef Up Money-Laundering Controls (Bloomberg, April 4, 2019)

5 $8.14 billion of AML fines handed out in 2019, with USA and UK leading the charge (Encompass, Jan. 13, 2020)

6   In October 2016, The Monetary Authority of Singapore fined three (3) banks and revoked the licenses of two (2) of these institutions; 
also see Thompson Reuters, “Lessons from BSI and Falcon Private Bank: Compliance Needs Authority to Play Effective Role,”    
Patricia Lee, October 20, 2016.

7  The Financial Industry Regulatory Authority (FINRA) defines “firm culture” as “the set of explicit and implicit norms, 
practices, and expected behaviors that influence how employees make and carry out decisions in the course of conducting 
the firm’s business.” See FINRA’s 2016 Regulatory and Examination Priorities Letter dated January 5, 2016.

8  FinCEN Advisory to U.S. Financial Institutions on Promoting a Culture of Compliance, FIN-2014-A007, August 11, 2014.

http://www.finra.org/industry/2016-regulatory-and-examination-priorities-letter


Globally, regulators are identifying poor culture as the root cause of many types 
of misconduct. To be prepared, compliance leadership, in conjunction with 
executive management and often the board of directors, should be able to 
demonstrate that steps have been taken to assess the organization’s culture of 
financial crime compliance, possibly as part of a larger compliance effort, and that 
the organization has identified and properly scoped any cultural issues, as well 
as the root causes of such issues, and responded timely to instances where it 
seems the culture of compliance may not be a focus or as strong. The institution 
must also be able to demonstrate a strong commitment at the top, as well as 
in the middle, with a focus on capturing and understanding systemic risks and 
mitigation of those risks, including making hard decisions like termination of high 
sales performers who have achieved results through misconduct.

An investment in a strong compliance culture is an investment in prevention, 
which is the most fundamental control an institution can put in place to 
reduce misconduct.

9  FinCEN Advisory to U.S. Financial Institutions on Promoting a Culture of 
Compliance, FIN-2014-A007, August 11, 2014.

FinCEN’s advisory to U.S. financial institutions on promoting a 
culture of compliance

As set forth by FinCEN, a financial institution can strengthen its AML 
compliance culture by ensuring that:

 — Leadership is supportive

 — AML efforts are not compromised by revenue interests

 — Information is shared between departments throughout 
the organization

 — Resources are sufficiently allocated

 — AML programs undergo independent testing

 — Leadership and staff understand AML efforts and reporting.9
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Integration

Rogue employees. The use of shell companies to perpetrate frauds. Insider 
trading. Bribery and corruption. Financial crime such as these have historically 
been addressed in silos, limiting an institution’s ability to holistically evaluate 
the issues, respond, and remediate. It can also result in duplication of efforts, 
which can be very costly. Institutions should strongly consider integrating 
their AML program under a formalized financial crime compliance structure.

Regulators are increasingly expecting a consistent approach to financial 
crime compliance across organizations. This can be very complicated for 
an organization that has siloed compliance efforts, with the newfound 
challenges of remote work environments only adding to that complexity. In 
the immediate term, organizations can begin by creating better coordination 
and communication mechanisms between their various compliance units. 
However, further segregation of teams, tailored training for different 
functions, and limitations in the data available to each compliance unit remain 
significant obstacles to a concerted financial crime approach.

To create more effective and efficient compliance across the financial 
crime spectrum, organizations should break down business unit barriers by 
fully integrating teams, systems, and processes under one financial crime 
umbrella. By combining budgets and resources, greater operating efficiencies 
and cost savings can be achieved. A financial crime structure also improves 
information sharing, reduces redundancy, and allows for greater collaboration 
and a more refined strategic vision.

In addition to further integrating the compliance function, organizations 
can also benefit from breaking down business unit silos and individualized 
approaches to managing financial crime risks. This will strengthen the 
institution’s ability to understand and manage its financial crime risks 
centrally and to analyze, size, and escalate issues when warranted. This can 
be accomplished by establishing enterprise-wide monitoring and testing 
protocols, procedural standards, communications, and risk assessment 
templates and methodologies.

2
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Data and technology 
infrastructure

For financial institutions to meet their regulatory and 
compliance obligations, they must understand how 
technology is used across departments and business lines, 
and integrate technology where possible or, at minimum, 
have a dashboard that aggregates data across disparate 
systems. In today’s environment, financial institutions 
tend to have disjointed technology systems that support 
their AML, fraud, and other financial crime compliance 
activities. This non-centralized structure also applies to core 
systems that collect and maintain data relevant for AML 
compliance purposes. 

Financial crime regulatory obligations require institutions to: 
 — Assess their technology infrastructure, including 

identifying gaps
 — Assess whether data has the integrity and 

accuracy needed
 — Leverage dynamic, multidimensional 

predictive analytics
 — Enact robust business continuity planning to minimize 

operational disruptions during adverse events
 — Ensure that systems can adeptly handle regulatory 

change that is highly probable to occur.

This last requirement is particularly important. In the 

past several years, significant regulatory expectations 
have been codified, and further changes are expected. 
Two regulations that require investment in technology 
infrastructure are a risk-based banking rule, Rule 504—
implemented by the New York Department of Financial 
Services (DFS)—and the customer due diligence 
(CDD Rule)10 codified by FinCEN.11

Rule 504 requires financial institutions with operations
in New York to implement a transaction monitoring 
program and watchlist filtering program, and it outlines 
specific requirements for each. These include validation 
of the systems the institution utilizes (data feeds in and 
out) and assurance of data integrity, accuracy, and quality 
standards.12 While the organization’s compliance function 
is a user and consumer of data, it is not considered an 
“owner” of data. However, Rule 504 requires systems 
testing and validation and demonstrates that there is an 
expectation that the compliance department understands 
its data, tests its data, and confirms that technology 
infrastructures and data do not have gaps that impact 
program effectiveness. 

3

10  The FinCEN Rule, effective May 11, 2016. N010 outlines customer due diligence requirements not previously explicit in the 
Bank Secrecy Act, and also includes new requirements to identify and verify the identity of beneficial owners of legal entity 
customers. Final Rule, Customer Due Diligence Requirements for Financial Institutions.

11 FinCEN is a primary U.S. administrator and regulator of BSA/AML regulation.

12  The DFS Rule requires financial institutions, in part, to establish processes for “identification of all data sources that contain 
relevant data,” “validation of the integrity, accuracy and quality of data to ensure … accurate and complete data flows through the 
Transaction Monitoring and Filtering Program,” and that “Data extraction and loading processes [enable] a complete and accurate 
transfer of data from ….source(s) to automated monitoring and filtering systems, if automated systems are used.”Final Rule, 
Banking Division Transaction Monitoring and Filtering Program Requirements and Certifications. For further information, see DFS 
June 2016 Press Release.



The CDD Rule codifies CDD’s requirements that, for many institutions, 
required enhancements to their KYC process, procedures, and technology 
infrastructure as of May 11, 2018. While the CDD Rule permits CIP (Customer 
Identification Program) reliance to extend to CDD requirements and does not 
establish standards be retroactively applied, most institutions saw a significant 
impact from this regulatory change. In particularly, many institutions were 
required to: 

 — Develop customer risk profiles
 — Identify and verify beneficial ownership and controlling parties
 — Implement risk-based updating of customer information and better integrate 

KYC (Know your customer)/CDD with monitoring and reporting efforts
 — Comply with certification requirements
 — Identify and implement new key risk indicators (KRIs) to capture risks 

identified in the above areas.13

To satisfy these newly issued regulatory and reporting requirements, as 
well as other regulations on the horizon, financial institutions invest in their 
technologies and must also anticipate future regulation to better assess 
synergies across the institution with existing controls. Such investments 
must always be driven by a strategic vision of where AML and financial crime 
regulation is headed and what the future regulatory regime will require. 
Organizations should seek out new and innovative technologies that can 
achieve greater efficiencies while improving the internal control environment. 
Tactical investments in the area of technology should have long-term benefits 
for both compliance and the profitability of the business.

Investing in technology 
without a partnership 
with operations and 
a clear and grounded 
strategy from the C-suite 
can derail the journey 
and waste much-needed 
dollars. Business strategy 
must be an instrumental 
consideration in 
the design and 
implementation of an 
AML risk mitigation 
strategy, which can 
then be embedded and 
supported by technology 
infrastructure.

13  FinCEN acknowledges that certain aspects of the CDD rule, like the identification or verification of 
beneficial owners and the housing and maintenance of this data, will require significant technological 
and operational changes, which are thereby likely to result in increased costs. For further information, 
see the Regulatory Change Management.
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To comply with the CDD Rule and 
Rule 504, institutions are increasingly 
looking to enhance their technology 
and data analytics to achieve a strategic 
and risk-based approach to new 
requirements. For example, technology 
solutions can assist KYC teams in 
collecting ultimate beneficial ownership 
(UBO) and controlling party/directors 
information from public sources as well 
as subscription sources. In addition, 
technology can support the institution in 
maintaining a customer risk profile, with 
ongoing screening as part of this process. 
Importantly, technology can also be 
embedded to further link the institution’s 
KYC databases and transaction 
monitoring databases, enabling a 
data feed that is circular between 
the databases, for a more integrated 
approach to customer risk.

Furthermore, cognitive technology 
and data analytics can greatly aid an 
institution in identifying patterns of 
behavior that present higher indicia of 
risk for further investigation. In this way, 
technology supports a more risk-based 
approach to transaction monitoring and a 
tighter vision of customer risk.
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Critical to sustainable compliance is a robust regulatory 
change management process. This allows the institution to 
more systematically manage current regulatory risks and 
anticipate the future. By identifying regulatory changes on 
the horizon, a regulatory change management program 
enables compliance officers to:

 — Assess which regulatory changes appear most probable
 — Prioritize anticipated changes by the projected impact 

(e.g., on technology, people, and process)
 — Evaluate where convergences occur globally
 — Develop a more strategic vision for compliance 

programs, especially AML. 

The need to monitor current and future regulations, both 
locally and globally, has caused institutions historically to 
delegate the task of inventorying financial crime regulations 
to regional teams within the legal or business units. Such a 
decentralized approach encourages multiple methods and 
inconsistent processes for managing regulatory change 
across an organization.

 

As regulations continue to converge globally, the need 
to manage change with consistency at the corporate 
level becomes essential. A centralized regulatory 
management program enables a firm to adapt to changes 
more quickly and efficiently. It also allows for a smooth 
transition and continued compliance with all applicable 
laws. Such an exercise should ideally incorporate a 
corporate methodology for inventorying the regulations 
and leveraging existing work already completed; a 
translation of each regulation into “plain English”; and 
a way to map each regulation to the internal controls, 
policies, procedures, and processes in place. It should also 
provide for consultation of legal opinions when regulations 
are subjective.

Once an institution has developed a strategy for regulatory 
change management with clearly articulated goals, the 
use of technology can provide a sustainable, consistent, 
and auditable process. An automated technology solution 
further enables the compliance officer to stay abreast 
of regulatory changes. It can provide a snapshot of the 
enterprise-wide impact of a regulatory change and allow 
the institution to respond with agility.

Regulatory  
change management

4

Institutions that are currently evaluating their regulatory change management approach should 
consider the following:

 — How does the institution currently track and manage new or updated laws and regulations, 
regulatory expectations, and guidance?

 — Does the compliance officer have sufficient knowledge of the relevant regulatory 
requirements applicable across all jurisdictions, business units, and products of 
the enterprise?

 — Does the institution track enforcement actions against other financial institutions to identify 
trends in interpretation and enforcement of existing regulations?

 — What is the institution’s process for assessing the impact of a regulatory change on its 
business (e.g., products and services) and internal controls to identify necessary changes?

 — How does the institution currently monitor and test its regulatory change 
management processes?



Staffing model, automation 
and outsourcing operations

5

Before the pandemic, institutions struggled with high 
attrition rates, particularly within their AML compliance 
departments, resulting in the loss of institutional 
knowledge. As salaries have risen, AML compliance 
employees have rotated in and out of financial institutions 
in what can often seem like a revolving door. The 
incorporation of automation can greatly help AML and 
financial crime compliance departments with this human 
resources issue.

Compliance officers are encouraged to strategically assess 
their staffing needs and determine how they can augment 
human labor with automated solutions to keep costs down 
and increase efficiency and accuracy of core financial crime 
compliance functions.

The call for innovation has finally steered AML compliance 
on a slow path towards utilizing more advanced 
techniques, including machine learning and basic 
automation to improve the current process end-to-end. 
There are several ways to attack the problem, and there is 
certainly no “one-size- fits-all” approach. Many institutions 
have embarked on a “low hanging fruit” approach to 
automate manual labor-intensive activities, such as 
uploading case relevant information and pulling customer 
payment activity prior to the start of the investigation. 
These can complement more advanced techniques, which 

can offer a prediction of whether an alert is a false positive 
or can present the historically correlative risk factors that 
demonstrate high risk. At a minimum, this can offer the 
ability to triage high-risk alerts and hibernate low-risk 
activity for review if subsequent activity casts new light. 
Whether an institution uses innovation to generate a 
more “accurate” alert on the front end or optimizes the 
throughput and review on the back end, the cumulative 
savings can be substantial.

In the advent of the pandemic, and with the potential for 
future disruptions on a global scale, business continuity 
considerations have come front and center. When 
contemplated alongside the struggles institutions face with 
ineffective and inefficient programs and as costs continue 
to soar, the notion of outsourcing the AML compliance 
function altogether has become more attractive. Even 
with robust automation, AML is a labor intensive operation 
which not only requires staff to be well qualified in 
compliance roles but also requires key staffing investments 
in the areas of technology and data science to bring 
about the necessary innovation to remain in lockstep with 
peers as boundaries are pushed. Add in the technology 
investments, data quality challenges, and process 
inconsistences, and it is easy to see why transitioning to a 
managed service provider is now becoming a viable option.
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As regulatory pressures continue to mount and new entrants render the marketplace more 
competitive, financial institutions need to be agile. A reactive response to compliance requirements 
is not the way of the future, as it can be costly and ineffective. To maintain a competitive advantage, 
financial crime officers need to pursue strategic compliance investments. By refining their AML 
programs or shifting to a proactive financial crime approach and further investing in the five key 
areas—culture of compliance, integration, data and technology infrastructure, regulatory change 
management, and a staffing model and automation—AML and financial crime officers can help to 
position their programs to compete in the future.

Closing thoughts
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Notes



Notes
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