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Holistic governance01

Building the foundation of trust

Eleven year old Sophie used to trudge ten, long blocks to the 
bus stop and endure the painfully slow, meandering route to 
school before the 7:30 a.m. bell. Soon, a self driving car will 
deliver her from her doorstep directly to school in half the time; 
she’ll even have time for breakfast with her family.

Jack can’t count how many times he’d considered pulling over 
to rest on his drive home from his night shift at the factory. 
Soon he’ll never again take the risk of exhausted driving—to 
himself or others. His self driving car never gets tired.

The incessant beep of incoming emails she couldn’t read during 
Elizabeth’s 56 mile commute to work each morning used to 
drive her crazy. Soon, she’ll catch up on work on the way in, 
while her self driving car manages the morning rush.

Whether we’re ready for it or not, the autonomous age is here. 
We’re close to a future where no one will need to get behind the 
wheel—and it looks like a bright future. Self driving cars promise 
many benefits, from safer streets, to increased mobility, to less 
stressful and more productive lives.

Autonomous vehicles (AVs) are already driving in controlled 
environments, such as self driving taxi pilots in Pittsburgh (by 
Uber and Volvo)1 and Singapore (by NuTonomy)2, and Ford, Audi, 
BMW, Tesla and others have all announced plans to produce 
self driving car fleets in the next five years3, 4. Research firm 
BI Intelligence estimates there will be 10 million self driving cars 
on the road by the end of the decade5.

But there are still barriers that stand in the way of mass adoption. 
Here’s the main one: Will you trust Sophie, Jack and Elizabeth’s 
lives to a self driving car? What about your own family’s?

Trust is a major obstacle that stands in the way of realizing the 
dream of full autonomy. KPMG’s study, “Self Driving Cars:  
Are We Ready?” revealed that safety and trust will play a 
huge role in the market for self driving cars6. Humans—both 
consumers and regulators—need to trust that the technology 
inside and surrounding self driving cars is faultless and sound; 
that the car will get us from point A to point B more safely than 
a human driver.

The autonomy utopia

When they arrive in full force, autonomous 
vehicles promise many societal and 
economic benefits:

 — Safer roads

 — More mobility

 — Cheaper public transportation

 — More productivity

 — Less congestion

 — Less pollution

 — More personalized driving experiences

When it comes to autonomous 
vehicle technology, 99.9% accuracy 
won’t be good enough. There will 
be zero tolerance for mistakes.

1 Pittsburgh, your Self Driving Uber is arriving now (Uber, Sept. 14, 2016)
2 World’s First Self Driving Taxis Debut in Singapore (Bloomberg, Aug. 25, 2016)
3 The complete timeline to self driving cars (ReCode, May 26, 2016) 
4  Here’s the timeline for driverless cars and the tech that will drive them (Mashable, Aug. 26, 2016) 
5 10 million self driving cars will be on the road by 2020 (BI Intelligence, 2015)
6 Self Driving Cars: Are We Ready? (KPMG, 2013)
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As autonomous vehicle technology advances, we need to 
examine how we will govern, and thereby gain trust, in the 
hardware, software and data that will drive our cars. After all, 
consumers will only trust a vehicle if all of the pieces work. 
When it comes to self driving cars—when your life is at stake—
there is no in between.

That’s why we believe holistic technology governance 
will play an integral role in building the foundation 
of trust required for autonomous vehicles to take off. 
Holistic governance means evolving governance to include 
all components of the vehicle—data, software, hardware, 
integration, security and compliance—rather than governing 
each component individually.

This is the first of a series of white papers examining the issue 
of trust in the technologies of tomorrow from a governance 
perspective. In this paper, we’ll focus on self driving cars, which 
are poised to change the automotive industry, and our individual 
lives, in radical ways.

Inside, you’ll find insights and perspectives on:

 — Why trustworthy technology matters

 — Technology related challenges car manufacturers must 
address if humans are to trust their lives, and the lives of 
their loved ones, to self driving cars

 — What a holistic governance framework for self driving cars 
looks like

 — How to evolve your governance program to earn trust 
in self driving cars and enable society to realize their 
potential benefits.
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Cars that choose02

Why trustworthy technology matters

In today’s highly connected knowledge economy, the 
flood of information available to us is almost impossible 
to comprehend. As a result, we’re often paralyzed with 
information overload. When we’re confronted with a 
question, we get so confused, stressed and distracted by 
torrents of information that might or might not be relevant 
to answering the question that we simply freeze. This 
“death by information” is a truly terrible disease, one 
which plagues both individuals and companies.

Fortunately, technological solutions offer some relief. 
We increasingly outsource our decision making to highly 
automated applications, which take in masses of data, 
process it at lightning fast speeds, and have the analytical 
power to understand it and act on it in a way our solitary 
human brains—however incredible they may be—could 
never do.

While we may not think of driving a car as a series of 
decisions, that’s really what it is. We see a light. It turns 
red. Our brainwaves process that information and we 
understand the context: Stop the car. Our neurons connect 
down to our foot on the pedal, which we push to slow and 
halt the vehicle.

That’s just one example. When we drive, we make 
constant decisions, every second, based on what we see 
and sense in the surrounding environment and our prior 
knowledge, based on experience, of the rules of the road 
and how other vehicles, pedestrians, bicyclists, etc. are 
likely to behave on it.

An autonomous vehicle is an example (yes, a very, very 
complex example) of an automated application that 
replicates our decision making. Instead of eyes, ears and 
other human senses, it uses cameras, sensors, radar, 
lidar (light detection and ranging), telemetry and other 
hardware to collect data about what is happening in front 
of and around the vehicle. Almost instantaneously, it feeds 
that data into powerful software algorithms, which have 
been trained to process the data and recognize objects 
like lanes, signs, curbs, vehicles and people by their 
characteristics. Those algorithms determine the vehicle’s 

Inside the brain of driverless cars

The core technological advancement that is making 
autonomous driving accelerate is deep learning, an 
advanced form artificial intelligence.

Deep learning software systems use layers upon 
layers of algorithms to enable computers to learn 
to recognize features in data—like images, videos, 
or measurements—without humans explicitly hand 
coding the rules. As the algorithms see more and 
more input data, they become smarter and smarter 
until they can eventually identify new features from 
masses of raw data they’ve never seen before. For 
example, with deep learning, an autonomous vehicle 
that has seen millions and millions of curbs will be 
able to learn to identify a curb on a route it has never 
before driven.

To learn more about the impact of deep learning on 
the future of the automotive industry, read the KPMG 
white paper, I See. I Think. I Drive. (I Learn): How deep 
learning is revolutionizing the way we interact with  
our cars (KPMG, November 2016).

Today’s information explosion, which is creating 
plenty of raw data for deep learning algorithms to train 
on—combined with vast improvements in processing 
power and data storage—is enabling deep learning to 
be deployed to solve highly complex problems with 
tremendous accuracy. Besides autonomous driving, 
deep learning is driving incredible advancements in 
speech recognition and natural language processing, 
for example. It is influencing a range of innovative 
areas, from higher quality virtual assistants, to 
better search engine results, to quicker and more 
comprehensive medical research, to more targeted 
online product recommendations7.

7 Thirteen Companies That Use Deep Learning To Produce Actionable Results  
(Forbes, April 1, 2016) 
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Tesla vs. Google: 2 approaches to  
building trust

In the race to develop autonomous vehicles, traditional 
automotive leaders and emerging players have different 
viewpoints about how to introduce and scale the 
technology. The question is whether you build trust 
more effectively by slowly introducing autonomous 
systems into existing products, or jumping straight to 
driverless cars.

The contrast between Tesla and Google’s approaches 
demonstrates this dichotomy.

Tesla is taking a phased, incremental approach to 
developing autonomous vehicles. Over time, it is 
introducing new Autopilot features in each new 
version of its vehicles, while at the same time 
explicitly stating to consumers that the technology 
is still beta. In this way, Tesla is acclimating the 
public slowly to its technologies and capabilities. This 
approach is intended to slowly earn consumer trust, 
and it will probably work—unless it’s undermined 
by Tesla accidents pilling up in beta stage cars, such 
as the fatal one that occurred in May 2016. Like 
with any innovative technology, bad publicity can be 
calamitous—even if the technology wasn’t at fault.

By contrast, Google is taking an all or nothing approach. 
It plans to release a fully functioning self driving car, 
without giving consumers much of a view into the 
technology beforehand. Google is betting big that once 
consumers get in its car, they will put their trust into 
it simply by seeing how well the technology works8. 
The approach has worked throughout automotive 
history. Consider that when antilock brakes were first 
introduced, consumers were hesitant, but once they 
saw how they worked, widespread adoption followed. 
In this case, however, consumer education was critical9.

current situation, define the most appropriate action for the 
vehicle, and execute on the decision—i.e. steer, accelerate 
or brake. All of this happens in almost real time—the speed 
at which decision making on a roadway must occur and 
which humans who are willing to cede over driving control 
will demand.

The decisions the autonomous vehicle makes are highly 
complex. It’s not as simple as identifying starting and 
ending points for a vehicle to drive—it’s what happens in 
between the starting and ending points that matters.

And what happens in between can be incredibly variable 
and unpredictable. A self driving car’s decision making 
algorithms—and all the surrounding technologies that feed 
it the information from which it makes its decisions—must 
be sophisticated enough to: recognize a downed tree in 
its path; to avoid a mattress that falls off the car in front 
of it; to drive at the appropriate speed in an unmarked 
zone; to adjust its driving behavior in a blizzard; to wait its 
turn on a one lane bridge; and so on, and so on. There are 
an almost unlimited amount of so called “corner cases” 
autonomous vehicles must be capable of responding to 
before they are safe enough for widespread consumer 
use—so many that it is impossible for software engineers 
to teach every “corner case” without constant human 
intervention, meaning the autonomous vehicle must be 
able to identify new corner cases on its own, often with 
limited information.

Not to be overlooked is that fact that self driving cars 
will ultimately be part of an ecosystem which all talk 
to one another. As part of the Internet of Things (IoT), 
autonomous vehicles will communicate information to 
other connected devices, including other human driven 
and self driving cars, as well as Internet-enabled devices 
on roadway infrastructure. This connectivity and sharing of 
information will help autonomous vehicles collectively learn 
from each other and the environment to better understand 
their surroundings. In addition, manufacturers will be able 
to update the “brains” of the cars even after they are on 
the road, correcting errors in how the systems “think,” and 
improving the vehicles’ overall safety and performance.

8 What Tesla and Google’s approaches tell us about autonomous driving (NPR, July 1, 2016)  
9  Self driving cars: The next revolution (KPMG, 2012)
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Autonomous vehicles rely on a complex web 
of data. They depend almost completely on the 
hardware and software that take in data, and 
process and analyze data, as well as on the quality 
of the data itself.

The preceding paragraphs present a relatively simplistic explanation 
of how a self driving car works, but the point you need to 
understand is this: Autonomous vehicles rely on a complex web 
of data. They depend almost completely on the hardware and 
software that take in data, and process and analyze data, as well as 
on the quality of the data itself.

As such, if society is to trust in and accept autonomous 
vehicle to handle one of our most dangerous decision making 
responsibilities—driving—we need to trust this data, the sources of 
this data, and the decision making processes around the data.

To ensure the data that drives our cars is trustworthy, automotive 
technology teams need to revise how they think about technology 
governance. A holistic governance framework, incorporating 
data, software, hardware, security, integration and compliance, 
is the foundation for building trust in autonomous vehicles.

03
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The “what ifs?” 03

Technology-related challenges

Consumers and regulators will have numerous questions 
related to how autonomous vehicles work that will need to 
be answered if they are to trust our lives to this seemingly 
“magical” technology. Can car manufacturers guarantee 
the data the self driving car requires to operate is available 
to it? That it’s correct? That it can’t be compromised?

There are a number of technical challenges that could 
prevent autonomous vehicles from operating with the 
impeccable integrity and reliability they’ll need to earn 
consumer trust. In this section, we explore some of the 
key technology challenges that will need to be solved to 
pave the path for autonomous vehicles—challenges for 
which holistic technology governance can play a critical role 
in solving.

Connectivity and infrastructure
Today, early autonomous vehicles are able to manage 
basic, everyday driving without external connectivity. 
Safety critical features, such as collision prevention, are 
embedded into the on vehicle technology. However, 
autonomous vehicles will be much more capable when 
they can communicate with a network of other vehicles 
and connected “things.” Receiving and transmitting data 
to the external environment will allow them to optimize 
navigation and be as prepared as possible to manage new 
challenges in an environment, such as a broken stop light 
or a closed road.

The trouble is that in an ideal future world, this 
communication would happen in a split second—or really, 
the tiniest fraction of a split second. So how fast, exactly? 
At 5G speeds. According to Qualcomm, “the extreme 
throughput, low latency, and enhanced reliability of 5G 
will allow vehicles to share rich, real time data, supporting 
fully autonomous driving experiences10.” Unfortunately, 5G 
is still in its infancy. Today’s 4G infrastructure, designed 
to support mobile communications, doesn’t yet support 
autonomous vehicles in communicating quickly enough11—
and there’s not even quality 4G coverage nationwide or 
worldwide yet. These infrastructure shortcomings are likely 

to influence the design of autonomous vehicles, including 
whether they operate through the cloud and what onboard 
capabilities they’ll have.

In light of the wireless network issues mentioned above, 
there are also outstanding questions about what happens 
when a self driving cars lose a network connection. Will 
autonomous vehicles have the capability to plan and 
navigate a route or operate at peak performance in a 
network outage? When they’re driving on the most rural, 
mountain roads, or navigating city streets peppered by 
lightning strikes and softball sized hail? When an outage 
occurs, what happens to the other vehicles that were 
relying on back and forth communication to understand the 
nearby environment? And can self driving cars use WiFi to 
mitigate poor cellular connections? How many self driving 
cars can an area’s WiFi realistically support? These are 
all issues car manufacturers will need to address before 
realizing the potential of deploying autonomous fleets.

10  The path to 5G: Paving the road to tomorrow’s autonomous vehicles (qualcomm.com, July 7, 2016)
11  Efficient 5G Technology—Autonomous Vehicles Thirst for Higher Data Transmission Rates 

(ecourbanlab.com, Aug. 2016) 
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Storage
Autonomous cars will collect and store massive volumes 
of data collected from the road. Consider that Google 
plans to map every single road in the U.S., which comes 
to 20 to 70 petabytes of data—somewhere between 90 
and 300 times of the entire volume of data stored in the 
Library of Congress12. In addition to mapping data stored in 
the cloud, there will be camera and sensor data collected 
and stored both onboard the vehicle and in the cloud. This 
data will be used by the car’s algorithms to make real time 
driving decisions and to improve driving performance over 
time—essentially, the more data the car collects during real 
and simulated drives, the smarter the algorithms can get. 
Automakers must maintain sufficient memory and storage 
capacity in both areas, store the data in the appropriate 
area, ensure the data is available when needed (but doesn’t 
become stale), and protect stored data from loss, misuse, or 
cyber attacks.

Compatibility and integration
In the autonomous future, self driving cars are likely 
to connect and communicate both across and within 
fleets. Self driving cars may also ultimately “talk” 
with Internet connected objects on the roads, such as 
“smart” stoplights and crosswalks, traffic control centers, 
intersection controllers and parking guidance systems13. 
This vehicle to vehicle and vehicle to infrastructure 
integration will almost certainly enhance quality and 
safety across the board, but first technologies must be 
compatible with one another. Manufacturers will need 
to look ahead and consider how they will integrate the 
technologies inside their autonomous vehicles with 
technologies outside of their own ecosystem—including 
their competitors’ networks. It will also be important for 
carmakers, technology vendors and government agencies 
to collaborate on developing unified standards for data 
exchange, including how data is structured and formatted, 
and what data is shared, with whom and at what time.

Laptops as crowbars: Hackable cars

Since autonomous vehicles use data to drive, 
protecting the data is critical. Data security is 
paramount when mistakes can cause fatal errors.

Cybercriminals and security researchers have already 
exposed flaws in connected car software, such as the 
two hackers—hired by Wired Magazine to demonstrate 
the scope of the problem—who took control of a 
moving Jeep Cherokee in July 201514. The incident 
forced Chrysler to recall 1.4 million vehicles and ramp 
up network security15. Some car thieves have also 
exchanged crowbars for laptops and hacked electronic 
locks and keyless ignitions to steal parked cars16.

As humans handover total driving control to the 
vehicle itself, data is present in even higher volumes 
than in human driven connected cars. And it is 
increasingly crucial to the act of driving. As such, 
autonomous vehicle manufacturers must make data, 
software, system and network security a strategic 
imperative.

12  Google’s Driverless Car: A Massive Data Request (ark invest.com, May 23, 2016) 
13 Smarter cars, smarter roadways (Autoblog, Oct. 6, 2016)
14 Hackers Remotely Kill a Jeep on the Highway – With Me In It (Wired, July 21, 2015) 
15 Chrysler recalls 1.4 million hackable cars (CNN Money, July 24, 2015)
16 Car hacking: Thieves armed with laptops are stealing cars (Network world, July 7, 2016)
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Integrity and security
Because autonomous vehicles are constantly picking up new 
information from their environment, human engineers may not 
be fully cognizant of what is included in the self learned data sets 
used by self learning algorithms to drive the car and improve 
future decision making. If the data isn’t vetted and validated 
before it’s used, that raises questions about data integrity—an 
absolute requirement given what’s at stake if flawed or incorrect 
data is used to inform real life driving decisions. When a machine 
is generating data, how can it be qualified and approved for 
consumption by other vehicles without adding lag to the point 
that the benefits of having that information has expired? After 
all, sometimes control processes cause a delay which would 
be unacceptable when split second decisions need to be made. 
What controls should be in place to ensure the integrity of 
inbound and outbound streams of data, and how can those 
controls work fast enough for self driving at highway speeds? 
Securing data is equally important. Compromised data—stolen by 
a competitor or misused by a cyber attacker—for example, could 
have dire consequences (see sidebar).

Given the technological 
complexity and connectivity 
of autonomous vehicles, 
today’s traditional technology 
governance approach—which 
is primarily focused on data—
must evolve to a more holistic 
governance approach to address 
the major challenges facing 
manufacturers.

Given the technological complexity and connectivity of autonomous 
vehicles, today’s traditional technology governance approach—which 
is primarily focused on data independently—cannot address the major 
challenges facing manufacturers.

However, we know what can: A holistic technology governance 
program that encompasses data, software, hardware, security, 
integration and compliance.

Let’s look at what holistic governance looks like and why it’s critical to 
solving the trust question in the next section.
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What does a holistic 
governance framework for 
self-driving cars look like?

04

Technology governance today typically views data from an 
independent perspective—e.g., understanding current state data, 
data quality challenges, data standards and rules, data policy and 
proper organizational governance to manage data. The focus is on 
policy and implementation to identify, correct and manage data.

But when it comes to self driving cars, the traditional data focused 
approach to technology governance simply won’t cut it. Trust is 
an all or nothing concept. If you don’t trust the integrity of the 
data within a self driving car, you won’t trust the entire self driving 
car. The same follows for if you don’t trust the self driving car’s 
software algorithms, or even a single sensor attached to the 
windshield. In other words, a lack of controls and guidance around 
one single individual component of the autonomous vehicle will 
jeopardize trust in the entire autonomous vehicle, fleet and brand.

Self driving car manufacturers must evolve governance from a 
one dimensional program primarily focused on data, to a more 
encompassing and tightly woven governance model. Such 
an approach would encompass six areas: data governance, 
software governance, hardware governance, security governance, 
integration governance, and compliance governance.

Self driving car manufacturers 
must evolve governance from 
a one dimensional program 
primarily focused on data, to a 
more encompassing and tightly 
woven governance model. Such 
an approach would encompass 
six areas: data governance, 
software governance, hardware 
governance, security governance, 
integration governance, and 
compliance governance.

Speed
Limit
70Exit 90

Future Ave
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Data governance
In the context of self driving cars, the data that requires 
governance is the information that the cars accept from 
external sources, onboard sensors, or inputs from a 
passenger in order to operate, moving from one point  
to another.

Autonomous vehicles will require governance of data on 
an extremely complex level, enabling real time, two way 
communication. Data will come in and go out of the car’s 
network in both structured and unstructured formats at 
very high speeds. To operate safely, the car will need 
accurate and current data about relatively simple areas 
(infrastructure changes, such as road construction or newly 
paved lanes) and critical data (such as a ball rolling across 
the street is in fact a ball and not a small child). That’s 
where data governance comes in.

Data governance will include:
 — Ensuring the quality and integrity of data at all times

 — Prioritizing data, which involves managing potentially 
conflicting data from various sources, including the 
cloud, nearby vehicles, and the car itself

 — Integrating data from multiple sources in different 
formats and translating it into actionable operating 
commands at a speed that is real time

 — Mandating a “record of truth,” a collaborative 
agreement across autonomous vehicle manufacturers 
and other stakeholders, such as infrastructure owners, 
transportation systems, and government agencies, to 
maintain, control and leverage data from trusted master 
data sources

Software governance
Software acts as the operating system that sends data 
from one internal component to the other components. 
Like smart phones, tablets and desktop computers, 
vehicles will require software governance in order to 
ensure the operating system works at peak performance 
and is always updated to the latest and greatest version.

The primary focus of software governance should be:

 — Managing the deep learning algorithms which 
constantly update the rules logic inside the “brain” 
of the car

 — Managing the rules engine containing the formulas 
and algorithms that drive decisions and actions, which 
is constantly evolving and adapting based on the 
“learnings” provided by the deep learning algorithms

 — Managing other programs and applications that run in 
the car as part of normal operations

 — Managing the software release process, including 
pushing updates to the vehicle and promoting continual 
updates. Versioning and over the air software updates 
could prevent interruption to vehicle operation and keep 
the car secure.

 — Tracking and fixing software bugs that would impact 
the performance of the vehicle, making it unsafe, 
unreliable, or “hackable”

 — Establishing a vulnerability management program, including 
proactive security monitoring and penetration testing

 — Managing the vetting and review cycle for folding fixes 
into future software release updates

 — Managing varying software systems inside the vehicle 
so they can work in unison

 — Managing software development governance. Note 
that the software development lifecycle is a thing of 
the past. Development will occur in agile rather than 
“waterfall” fashion given the self learning capabilities of 
self driving cars. Adopting a secure agile development 
program is very important, including foundational 
principles of security by design and privacy by design.
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Hardware governance
Hardware is the physical engineering of the vehicle. It 
includes the vehicle’s mechanical components, physical 
sensors and receivers, and onboard computer controls, 
including wiring, hard drives, and batteries.

Supplier management is especially critical. Typically, OEMs 
are not creating the hardware or software for autonomous 
vehicles. Rather, they are defining the requirements and 
specifications for suppliers.

Autonomous vehicles require heightened governance around:

 — The quality of data each of the hardware components 
generates

 — The redundancy built in should a hardware component 
fail, which could cause the mechanical parts of the 
vehicle to malfunction or cause the vehicle to be unable 
to interact with its environment

 — The communication protocols between the hardware 
components, given the need for autonomous vehicles to 
constantly exchange of information internally and externally

 — Embedding security principles into design requirements

 — Validation, integration and penetration testing of 
supplier products

Security governance
Autonomous vehicles feature immense connectivity to 
open, external networks, and as a result, they introduce 
new vectors of cyber attacks. Hackers can try to inject 
malicious codes into the car’s feed data. They can target 
the car through the operating system of a passenger’s 
connected device, such as a smartphone. They can 
attempt to infiltrate individual vehicle components, such as 
the tires or the brakes. Or they can hack external objects, 
such as connected road sensors, which will be designed to 
deliver data to not one, but many autonomous vehicles.

Clearly, weaknesses in an autonomous vehicle’s security 
will put people’s lives in danger and addressing security 
issues should be a priority for manufacturers. Security 
governance will play a critical role in initial prevention 
as well as minimizing the impact in the event a hacker 
breaches the system.

Security governance should emphasize:

 — Establishing security control protocols and guidelines 
across the stakeholder community to include 
automotive manufactures and other external entities 
exchanging and interacting in this community

 — Segmenting networks, such as self driving algorithm 
systems from passenger user interface, so 
vulnerabilities in one area can’t easily expose another

 — Ensuring autonomous vehicles are quickly and 
remotely upgradeable—and most importantly, securely 
upgradeable—to fix security problems on cars that are 
already on the roads

 — Designing autonomous vehicles with a secure 
architecture in mind, rather than patching on security 
after the fact, including secure authentication 
protocols and trust anchors embedded into hardware 
components

 — Performing systematic security controls audits to 
identify flaws before they come back to bite you

 — Partnering on security with the owners of infrastructure 
which will exchange data with autonomous vehicles

 — Establishing and enforcing strict data encryption 
standards for both firmware and data to help maintain 
privacy and prevent reverse engineering

 — Utilizing the data generated from the vehicle to 
proactively identify security threats

 — Deploying on vehicle intrusion detection systems to 
provide real time protection to vehicles
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Integration governance
There is a high degree of reliance between data, software 
and hardware in order for autonomous vehicles to operate 
effectively—or to operate at all. Hardware governance ensures 
the data the car needs to drive is collected and received. 
Software governance ensures the data is delivered where 
and when it’s needed. Data governance ensures all the data 
flowing between hardware and software is correct and security 
governance ensures that it can’t be tampered with.

Since everything in the vehicle is reliant on other components, 
systems integration is critical to the ultimate ability of an 
autonomous vehicle to function. Therefore, integration 
governance—which establishes internal and external quality 
controls around the entire technology ecosystem—is the glue of 
this holistic governance approach.

In other words, integration governance provides the “highway” 
for moving data as it interacts between software and hardware 
in a secure manner within the autonomous vehicle ecosystem. 
Even the highway has to be protected and governed with 
guidelines, rules and standards.

Integration governance should address questions such as:

 — Does the software operating system receive, interpret, move 
and generate data correctly?

 — Do various components of the car—brakes and acceleration 
pedals, or cameras and algorithms, for example—operate in 
tandem?

 — Do the onboard sensors interpret unstructured external 
data and send it to the appropriate software and hardware 
components?

 — Does the vehicle communicate compatibly with other 
vehicles on the road as well as connected infrastructure?

 — Are third party suppliers of vehicle technology components 
required to build and validate based upon detailed security 
specifications?

 — Is the automaker performing penetration testing on 
integrated components to help identify vulnerabilities prior to 
product launch?

Integration governance provides 
the “highway” for moving data 
as it interacts between software 
and hardware in a secure 
manner within the autonomous 
vehicle ecosystem. Even the 
highway has to be protected and 
governed with guidelines, rules 
and standards.
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Compliance governance
The automotive industry has a long history of regulatory 
and compliance requirements, historically focusing on 
vehicle safety, consumer protection, and emissions. 
However, cybersecurity and data privacy are quickly 
becoming a focal area for the automotive regulators, 
making compliance governance a major priority for 
automakers (see sidebar).

As vehicles continue to evolve and become more dependent 
on technology, data and connectivity, we will continue 
to see increased regulatory attention on the automotive 
industry. This creates a clear need for robust compliance 
governance within automotive companies, focusing on the 
following priorities:

 — Joining with industry information sharing organizations, 
like the Automotive Information Sharing and Analysis 
Center (Auto ISAC)

 — Being actively involved in the standards setting  
process and vocalizing opinions during regulatory 
commentary periods

 — Seeking partnerships with suppliers and technology 
firms specializing in security and privacy

 — Helping product engineering teams anticipate, identify 
and understand upcoming compliance requirements  
in order to embed appropriate requirements into  
vehicle design

 — Ensuring data sovereignty (a.k.a. data localization, 
data residency) compliance with national and local 
regulations (e.g. Global Data Protection Regulation 
(GDPR)), which prohibits the transferring of identifiable 
customer data outside of countries or regions unless 
certain legal standards are met

The role of regulation

Vehicle manufacturers won’t have complete control 
over how the emergence of autonomy ultimately plays 
out. The federal government is intent on shaping the 
fledgling industry. Here is a timeline of proposed and 
recent legislation relating of vehicle technology.

 — July 2015: The proposed Security and Privacy in 
Your Car (SPY Car) Act would direct the National 
Highway Traffic Safety Administration (NHTSA) and 
the Federal Trade Commission (FTC) to develop and 
enforce federal standards for automakers to improve 
vehicle cyber security and protect driver privacy. 
Automakers would need to demonstrate more 
robust governance and process transparency through 
enforcement of provisions in these areas.

 — September 2016: The NHTSA released the 
“Federal Automated Vehicle Policy,” which 
includes a 15 point safety assessment automakers 
must abide by related to the testing and 
deployment of driverless cars. The policy covers a 
broad range of areas, ranging from system safety 
to ethical considerations17. 

 — October 2016: The NHTSA released 
“Cybersecurity Best Practices for Modern 
Vehicles,” which placed emphasis on a layered 
security approach with security by design and 
privacy by design embedded throughout the 
vehicle lifecycle18. 

05
As automotive manufacturers seek to earn consumer trust in autonomous vehicles, 
we think the path forward should include a holistic governance framework.  
Read on for some tips for evolving governance in your automotive organization.

17  Federal Automated Vehicles Policy (www.transportation.gov, Sept. 20, 2016) 
18 Cybersecurity Best Practices for Modern Vehicles (NHTSA, October 2016)
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How to evolve your

05

governance program
Manufacturers of autonomous vehicles will face a fundamental challenge of trust. Acceptance 
and adoption in the innovative technology will only occur by gaining that trust—not only because 
autonomous vehicles are brand new and totally mystifying to non technical consumers, but also 
because they’ll be responsible for our physical safety.

To carmakers, an autonomous vehicle may just be another product, but given its immense technical 
complexity and its power over human lives, the way manufacturers approach technology governance 
cannot be status quo. Only holistic governance—encompassing data governance, software 
governance, hardware governance, security governance and integration governance—will be robust 
enough to safeguard the performance of autonomous vehicle systems.

Here are 9 tips for evolving governance into a holistic program designed for autonomous vehicles.

Look forward. 

Create controls.

Educate your people.

Start by defining policies and standards for autonomous 
vehicle systems. Remember to position governance to 
align with future innovation direction as autonomous 
vehicles evolve.

Most important is embedding threshold controls for 
safety within autonomous vehicle technology.

Ensure your engineering and  IT teams and are skilled, 
knowledgeable, experienced and regularly trained on their 
roles and responsibilities for various aspects of governance.

01

02

03
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Self police.

Govern for the life of the car.

Embrace “borderless governance.”

Implement controls to ensure autonomous vehicles 
operate within policies and standards defined by  the 
automotive community, and potentially the government, 
too. Police yourself before regulators set stringent 
guidelines that can stifle progress and innovation.

Unlike a traditional vehicle, the engineering cycle of 
an autonomous vehicle runs as long as the car does, 
as it continuously exchanges data and gets updated 
even after it leaves the manufacturing plant. Therefore, 
autonomous vehicles demand proactive, actionable 
governance, involving a different set of cross industry 
actors and an enhanced level of rigor.

Given the external factors that impact the design of 
autonomous vehicles, manufacturers should expand their 
governance model to include external entities, such as 
owners of infrastructure, transportation agencies, regulators, 
security administrators, and third party developers of 
capabilities for vehicles, such as sensors, cameras, radar, 
and deep learning algorithms.

04

05

06
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Implement a technology solution.
As governance requirements evolve, it will be important 
to leverage a technology solution capable of supporting 
a complex and holistic governance environment and 
facilitating integrated governance collaboration.

08

Empower a governance 
organization.
Cross functional leaders should be given the formal authority 
and responsibility for establishing and enforcing global 
requirements and policies. This creates a standards setting 
body that helps drive the organization in a consistent direction 
across regions, brands and models. This organization would 
be responsible for risk evaluation and acceptance of critical 
vehicle cybersecurity and data privacy decisions.

09

Measure, adjust, repeat.
Establish governance processes for continual improvement 
and evaluation of autonomous vehicle systems, rather 
than just as a one time thing. In addition, create metrics 
and key risk indicators to validate governance is working 
as expected, possibly in the form of reports from the 
autonomous vehicle population. Generating analytics by 
collecting data from vehicles helps the improvement cycle 
and identifies unforeseen governance gaps in key areas, 
such as the inability to exchange data or data quality issues.

07

© 2017 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent 
member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved. 16Trust issues?



Final thoughts06 07

When it comes to machines that drive themselves, technology governance is truly a life or death 
matter—for the passenger as well as for the automaker’s brand.

When an autonomous vehicle crashes, consumers won’t care why—if the data it took in was wrong, 
if a sensor failed to sense what it was supposed to, or if a hacker outsmarted the automaker’s 
cybersecurity team. They will only care that it didn’t work, and they will probably never get into that 
car again.

We think holistic governance, which focuses on ensuring all of the technologies that will drive our 
cars are fully interoperable, safe and reliable, can go a long way toward earning consumer trust in 
autonomous vehicles. For many manufacturers, this will be a new way to think about technology 
governance, but with the right approach to evolving your program you can be ready for the day we 
realize the dream of full autonomy.

Stay tuned for future papers from KPMG on holistic governance of emerging technologies in other 
sectors, including aerospace, aviation and shipping.
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