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KPMG’s ITRM financial services 
share forum highlights

The continuing 
evolution  
of IT risk 
management



Four key themes emerged from the 
discussions by presenters, panelists, 
and participants:

It is essential to monitor and report 
on technology risks. These days, 
risk management encompasses 
multiple business processes/services, 
technologies, geographies, and assets, 
creating new challenges in measuring 
risk factors collectively. While helping 
to manage these risks, ITRM also 
plays a key role in reporting them to 
senior management to convey their 
relevance to business priorities.

Organizations need to invest in new 
technology and guard against new 
risks. The Fourth Industrial Revolution 
has arrived, and the investment in, and 
adoption of emerging technologies 
is no longer an option for financial 
services organizations; they are a 
necessity to keep pace. However, new 
technologies, such as robotics and 
process automation (RPA), blockchain, 
and artificial intelligence (AI)/cognitive 
computing bring with them a host of 
new risks to manage.

The lines of defense (LoD) structure 
must be customized to fit the needs 
of an organization. This may require 
deliberate review and evaluation of an 
organization’s current structure and 
working with the business before a 
possible restructuring/reorganization.

The regulatory environment 
is getting more challenging. 
With the emergence of disruptive 
technologies, the regulatory landscape 
is increasingly changing and may 
present unforeseen risks. However, 
there are ways to understand these 
regulatory requirements upfront and 
improve regulatory engagement.

We will explore these themes 
in greater depth in this report, 
offering guidance from both KPMG 
professionals and senior members 
from ITRM functions of leading 
financial services organizations in 
attendance at the forum.

KPMG LLP’s (KPMG) second annual 
information technology risk management 
(ITRM) financial services share forum, 
“Managing agility and disruption in financial 
services,” highlighted pressing industry issues, 
including the effective integration of ITRM 
into the enterprise, safe adoption of emerging 
technologies, risk measurement and analytics, 
and regulatory developments.



What is a 
“key” KRI?
KRIs can offer deeper insights 
into ITRM performance and risk 
management effectiveness. 

Effective KRIs share the following 
characteristics:

 — They serve as a measure 
of risk

 — They have underlying 
supporting data

 — They are measurable and 
actionable

 — They are regularly maintained, 
monitored, and refreshed.

It is not only important to 
maintain and track individual 
KRIs, but also to look at KRIs 
collectively. Viewing KRIs 
together rather than individually 
often leads to a deeper 
understanding of the risk and a 
stronger call to action.

Monitoring and 
reporting on risks

The risk universe that IT departments need to defend against has expanded 
dramatically over the past decade. Risks to a financial services organization are 
no longer related to only audit, regulatory/compliance, and cybersecurity. As 
technological innovations become increasingly important aspects of a firm’s 
operations, IT departments are increasingly finding themselves having to guard 
against emerging and unforeseen risks, and bringing them to the attention of 
key decision makers in the organization. 

Risk reports should contain key risk indicators (KRIs) and other metrics that 
reflect “true” risks for the organization, in addition to those risks that can 
prevent the organization from meeting broader business goals.

 — KRIs should be measurable and actionable

 — KRIs should have associated thresholds defined to help trigger the required 
remediation action

 — It is important to look at KRIs holistically rather than individually, as they 
may uncover an unforeseen risk (e.g., upstream/downstream metrics) and 
call for action

 — Predictive KRIs/metrics are ideal and can help to proactively manage 
risk. However, feasibility and practicality need to be considered before 
developing them. 

In general, a smaller set of metrics is easier to monitor and manage.

Continued collaboration with key stakeholders: It is important to have the 
right stakeholders involved in determining an organization’s appetite for risk and 
establishing KRIs. This means ITRM, acting in its role as the second LoD, should 
meet with first-line business units as well as other key business stakeholders. 

These interactions can help ITRM familiarize itself with the roles and 
responsibilities of other parts of the business, placing it in a better position 
to both assess risk and develop the right KRIs. As an added benefit, these 
meetings can help foster common ground and enhance working relationships.

With increased business knowledge, the ITRM function can make more 
impactful recommendations and communicate technology risk more effectively 
to relevant stakeholders.

“You need data to support your conclusions. And you need 
to present data to the board in a way that makes sense.” 

—Forum participant
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Is your data 
trustworthy?
Perceptions vary between IT 
and the business regarding 
data quality.

 — 87 percent of IT has high 
confidence in data

 — Only 40 percent of the 
business feels the same way

Source: KPMG ITRM Disruptive 
Technology Survey, 2017 

Effective board communication: The ITRM function should play the liaison 
role between senior management and the first line business units, to effectively 
translate strategic priorities to its own roles and responsibilities for the first line. 

It should also provide periodic updates to leadership on key risks to be 
understandable, actionable and impactful. A few rules of thumb are laid 
out below:

 — Align and connect IT risk with business risk. Speak in terms of potential 
dollar loss or compromised customer information.

 — Present data that supports conclusions or arguments, with the appropriate 
level of detail.

Building a data dictionary: It is recommended that a “data dictionary” 
be built to fit the organization’s metric needs to explain the nature of risks 
involved. A data dictionary, which should be readily accessible to appropriate 
stakeholders, must include items such as:

 — Metric formulas 

 — Data elements 

 — Data sources and owners

 — Risk taxonomy. 

The first and second LoDs should consult common repositories of data, 
although the actual reported metrics might differ (e.g., the second LoD may 
additionally want to report on trend metrics). 

“A truly important metric in terms of risk results in prompt 
action being taken when there’s a change.” 

—Forum participant

“It’s not just the breach; it’s how far it gets that 
determines the effectiveness of an ITRM program.” 

—Forum participant



New technologies, 
new risks 

Financial Services firms continue to adopt emerging 
technologies in order to keep up with the competition. 
And this trend will likely accelerate.

As a result, ITRM functions are increasingly tasked with 
managing the risks associated with the business’s digital 
transformation and reliance on emerging technologies. 
This presents a dual challenge to ITRM:

 — It needs to demonstrate to management that it can 
protect the enterprise against risk with minimal 
business disruption (e.g., slowing down time to market 
or the implementation of a business initiative). 

 — At the same time, it needs to obtain the resources to 
perform its functions effectively, as the risks presented 
by many of these new technologies are not included in 
ITRM’s risk assessments (see Figures 1 and 2). 

The ITRM function has an opportunity to transform its 
perception from a cost center to a value creator by building 
a robust risk governance and management framework. 
ITRM can link and mitigate technology risk to the broader 
business objectives, thereby protecting the value gained by 
implementing disruptive technologies.

Migrating to the cloud: Before migrating operations to the 
cloud, organizations should be very deliberate in building a 
control framework up front. This will help ensure that what 
goes into the cloud is commensurate to the organization’s 
risk appetite. 

The innovation/tech enablement and ITRM functions can no 
longer be seen as one challenging the other. To this end, it 
may be helpful to bring these functions to the table at the 
beginning of a cloud migration project. 

This can help ITRM identify implementation risks and 
formulate a strategy for both addressing the risks and 
minimizing ITRM’s potential impact on the business and 
its operations.

In addition, organizations do not want to be 
half-in-and-half-out when it comes to migrating to the 
cloud. Otherwise, it complicates risk management 
responsibilities, as ITRM may end up guarding against risk 
on three different fronts: migrated data, unmigrated data, 
and data in transit.

Adopting technology without measuring risk?
Below are the top five emerging technologies already adopted 
by businesses, but not included in IT risk assessments:

1. Internet of things

2. Cloud computing

3.  Mobile applications and devices

4. Robotic process automation

5. Artificial intelligence

Source: KPMG ITRM Disruptive Technology 
Survey, 2017 

53%

50%

47%

40%

37%

Demonstrating ITRM’s added value
ITRM has to overcome certain negative perceptions to 
demonstrate that it adds value to a business. The biggest 
negative perceptions are that ITRM:

Slows down time to market

Has a skills gap (skills limited to IT)

Does not regularly add value

Presents a poorly defined (or 
understood) operating model and rules 
of engagement

Source: KPMG ITRM Disruptive Technology 
Survey, 2017 
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Figure 1 Figure 2
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Aligning lines 
of defense 

An organization’s ITRM model must be aligned to its 
broader enterprise risk management (ERM) and regulatory 
framework to function effectively. 

The larger and more complex the organization, the greater 
the need to organize, optimize, and streamline the LoD’s 
structure to fit the firm’s needs. This is particularly true of 
organizations with an international presence. What makes 
sense on paper or what works for one enterprise may not 
be the best approach for another. 

Equally important when establishing a firm’s LoDs (see 
Figure 3) is to clearly define each line’s responsibilities. 
Blurred lines between the first and second LoDs can create 
significant challenges for organizations. 

At the same time, assigning multiple roles and 
responsibilities to a single risk team tends to introduce 
redundancy and inefficiency. It is also critical for the 
different risk teams to speak the same language. All this 
works to improve the economics of the ITRM function. 

Collaborating but challenging: The second line should 
both act as a consultative/advisory partner and be a friendly 
challenger to the first line in maintaining objectivity while 
reviewing the first line’s activities/assessments. 

This provides greater assurance that the right risks are 
effectively addressed. 

Hiring skilled IT risk personnel: Although technology risk 
is a rapidly growing concern, there appears to be a lack of 
individuals who have both core development/technology 
and risk management skill sets. “This makes hiring 
qualified people for the second line a challenge for the 
ITRM function,” noted Charlie Jacco, Principal, KPMG. 

“Most people with a technology background want to be on 
the first line and do analytics,” Jacco observed. “They don’t 
want to include compliance and risk management related 
activities in their role. So companies may need to get 
creative in hiring or transferring qualified personnel within 
the organization.”

3

Risk governance

Second
Line of 
defense

Third
Line of 
defense

First
Line of 
defense

Risk process ownership/
certain monitoring

A
ss

ur
an

ce
pr

ov
id

er
s

A
ss

ur
an

ce
pr

ov
id

er
s

IT
 

W
or

kf
or

ce

A
ssurance

providers
A

ssurance
providers

IT 
W

orkforce

Risk process ownership/
certain monitoring

Risk process ownership/
certain monitoring

Figure 3



 

The regulatory environment for financial services firms has become increasingly 
challenging with the emergence of FinTech, and with new technologies on the 
horizon, this trend will likely continue. This places an additional responsibility on 
the ITRM function, senior management, and the board alike. 

Combating regulatory change: To manage the ever-increasing number 
of regulatory/compliance obligations—national and international—financial 
services organizations are using toolkits, such as the Unified Compliance 
Framework (UCF), to rationalize and incorporate these requirements in their 
business processes.

It is not only important to share key compliance assessment results with 
regulators, but also for organizations to take regulators through their ITRM 
journey and incorporate their thoughts. This can go a long way in improving 
regulatory relationships.

Challenging regulatory 
environment 

Time for ITRM 
regulatory 
initiative?
Regulators compare how various 
companies respond to regulatory 
risk areas. And if they determine 
that one firm’s risk framework 
is better than others, they 
informally use it as a standard.

But a better—and more 
equitable—approach would be 
to have an established set of 
metrics that firms can follow—
like a blueprint—and against 
which regulators can judge them. 

That blueprint currently does 
not exist. But it is something 
that the financial services ITRM 
community, in conjunction with 
the regulators, could develop, 
that is, a standardized set of 
techniques and metrics that both 
parties can agree upon.
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“Sometimes, you have to look back at why something 
happened after the fact, and analyze why it wasn’t picked 
up. Were the metrics wrong? Were we not measuring the 
right things?” 

— Forum participant 

“If you’re on the first line of defense, don’t try to Band-Aid 
a situation as a short-term fix. Try to think long term.”

— Forum participant 

“Regulators are tying cybersecurity risk more closely into 
the overall business risk management framework.”

—Homer Hill, Principal, KPMG
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The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. 
Although we endeavor to provide accurate and timely information, there can be no guarantee that such information is accurate as of the date it is 
received or that it will continue to be accurate in the future. No one should act upon such information without appropriate professional advice after a 
thorough examination of the particular situation.

One of the key goals of the share forum was to help build an active, engaged community of ITRM 
professionals in the financial services space, and offer a setting where they can share experiences, 
insights, leading practices and learn from each other.
In addition, these types of forums can be a venue in which ITRM professionals discuss innovative 
projects such as the “shelter harbor” initiative sponsored by the Financial Services Information 
Sharing and Analysis Center (FS ISAC).1 Or, as noted earlier, financial services ITRM professionals 
can collaborate to create a standardized set of metrics that can be circulated to regulators for review. 
KPMG looks forward to sponsoring similar forums in the future and hopeful that more ITRM 
professionals will participate and continue the conversation with us and their colleagues.

Continuing the conversation 

1  FS ISAC’s shelter harbor technology allows financial services firms to protect their most valuable electronic data—including 
customer accounts and personal information—from cybersecurity attack and enables them to securely store encrypted 
information and recover the data following an attack, if needed.

Some or all of the services described herein may not be 
permissible for KPMG audit clients and their affiliates.
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