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Introduction

For years now, cloud services have been providing a quick way to ramp 
up computing power, either for product development or more efficient 
operations. More recently, the Internet of Things is ushering in an era 
of connected devices leading to automated vehicles, smart homes, 
and thinking factories.

When it comes to manufacturing specifically, analysts are heralding the 
dawn of the fourth industrial revolution that will deploy new technologies 
and radically change the way companies create goods. These technologies 
include advanced manufacturing robotics, artificial intelligence, 
additive manufacturing with 3D printing and augmented reality to enable 
better simulations. This technology-driven manufacturing is expected 
to increase productivity and spur economic growth. At the same time, 
manufacturing itself will shift away from large mass-production factories to 
smaller, more agile, and customizable manufacturing located close to the 
consumer. These interconnected technologies will all need good security 
and control protocols to protect the underlying infrastructure and ensure 
consistent operation. 

While providing countless benefits to both companies and consumers, 
these new technologies and business models are ushering in a raft of 
new risks, and, consequently, industrial manufacturing Technology and 
Cyber risk management (TCRM) functions are being tested like never 
before. In addition to addressing the new challenges that advanced 
technologies will bring, TCRM professionals must still protect their existing 
technology systems and architecture, many of which are aging and require 
enhancement to meet the demands of business today. 

Whether introducing new technology or managing existing systems, 
a forward-looking TCRM function will show its value by its ability to 
communicate risk blind spots to the C-suite, enable existing technology 
safely and efficiently, and execute on technology “bets” that the 
organization is placing.

As part of an annual series, KPMG hosted an Industrial Manufacturing IT 
Risk Management Share Forum that highlighted general TCRM trends and 
the need for heightened awareness of the risk around the growing use of 
the cloud and the Internet of Things within the industrial manufacturing 
sector. This daylong event of sharing information and networking brought 
together a cross-industry peer group from industrial manufacturing, 
automotive, energy, and financial-services companies.

The following sections of this recap provide a summary of three of the 
day’s sessions and discussions and specific steps industrial manufacturing 
professionals can consider to enhance their TCRM efforts and thereby help 
their organizations achieve their objectives while protecting them from any 
risks along the way. 

Industrial manufacturing companies, like every other 
business, are awash in new technologies that are 
changing the way they produce and deliver their 
products, and even the very way they do business.

With technology 
issues in the news 
daily, the dynamic is 
shifting from TCRM 
reporting issues to 
the business to asking 
the question more 
proactively, “Are we 
protected?”

© 2018 KPMG LLP, a Delaware limited liability partnership and the U.S. member firm of the KPMG network of independent 
member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights reserved. 
NDPPS 734663

1
Managing technology and cyber risk  

in a disruptive world



Why is IT risk 
management important?

— Demand for cyber security initiatives to protect embedded product 
computer systems and other business assets

— Corporate espionage for pricing, specs, performance, IP
— Protection of operations and industrial controls systems in plants 

from outages and downtime
— Hacktivism, ransomware, insider threats 

— Managing the supply chain and increase in 
nontraditional suppliers

— More dependent on third parties
— Product development processes need to change to manage 

new risks (security, privacy, mobile, etc.)

— Meeting quality, environmental, legal, and safety regulatory 
requirements and reporting (Auto ISAC, TISAX, ISO 27K, NIST, 
NHTSA, EPA, etc.)

— Managing product recalls
— Protecting consumer information (PII and PCI) and sensitive 

private data (GDRP)
— Meeting government standards and requirements 

(NIST, DOD, etc.)

— Outdated infrastructure, legacy home grown systems 
supporting key processes

— Social media and brand protection
— Robotics, business process automation, and smart 

manufacturing using new technologies

Changing market 
and client need

External factors

Change in the way 
business is conducted

— Competitive global market forcing innovation and 
product diversification

— Connected consumer products
— Demand for mobility and consumer convenience (Lyft, Uber, etc.)

Regulatory compliance

Rapid technology 
change

Why is Technology and Cyber risk 
management important?
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Recent trends in 
industrial TCRM
Today, C-level executives have a lot on their minds: innovation, cost 
reduction, growing market share, implementing a digital strategy, delivering 
products. What’s more, executives are constantly monitoring their spending 
to maintain a profitable ROI. With such a full plate, it can be difficult to sell 
the idea of TCRM to the C-suite.

But IT risks are a perennial challenge. While cyber breaches get the 
headlines, companies also suffer IT outages and failed IT product 
implementations, and these all can be costly as well. For example, the 
average cost of a data center outage has been steadily increasing. Global 
organizations waste millions of dollars due to poor project implementation 
performance. And data breaches remain costly to remediate.

No one wants an IT incident 
occurring on their watch. Yet 
C-suite executives can often see 
risk management as an obstacle 
to executing their business 
objectives. The goal of TCRM 
professionals is to protect their 
companies from becoming one of 
these statistics, while helping to 
deliver better services and better 
outcomes to the business and 
to customers.

A plan to assess IT risk
When it comes to addressing the overall issue of technology risk, TCRM 
professionals need to ask three questions:

 — What could happen? That means thinking of the various scenarios that 
can occur based on the services and projects being delivered by the 
IT organization.

 — How could it happen? That involves identifying the trigger events, the 
threats, and the probability and frequency of the occurrence.

 — And why don’t you want it to happen? In other words, what are the 
consequences of an event and its severity? Know that an IT event can 
result in the loss of data, loss of system availability, loss of customer 
trust, loss of supply chain, a compromise of data integrity, and failures 
around regulatory compliance.

Our first session provided an overview of the IT risk challenges 
facing organizations today and how TCRM professionals can help 
their companies mitigate those risks, while helping to deliver better 
services and better outcomes to the business and to its customers.

Most attendees said 
their organization had 
a formalized process to 
identify technology risk 
which was carried out on a 
periodic basis. And one-third 
of the attendees described 
their IT risk management 
program as proactive.

Stamp your visa to success. 
What I mean is, make your 
efforts visible, illustrated, 
simple, and actionable. If you 
are going to build a vision, it 
has to resonate with people; 
it has to be simple, and it has 
to be actionable. Today, you 
have to protect value, create 
value, and deliver results.

—  Forum attendee
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Increasingly, IT leaders are 
seeing themselves as 
value drivers

of IT leaders expect the 
influence of the CIO to grow

Technology risk and business 
collaboration is trending up.
report proactive communication among 
functions

Technology risk is perceived as helping 
to meet business needs.
believe technology risk is driving value for 
the organization

As a result, spending on technology 
risk is set to accelerate.
say tech risk spending will increase over 
the next three years

20% 10%11%

66%

87%

50%

Tech risk leaders

Key challenges to enhancing the 
role of ITRM 

Digital technologies are transforming 
the way we live and work

Top technologies driving transformation 
in the next three years

of companies are in some 
phase of changing their 
business model

IT risk reporting can improve both risk mitigation 
and operational efficiency

Internet of Things RoboticsAI/cognitive

Our survey suggests that how companies 
gather data for IT risk reporting still has room 
for improvement

of companies reported IT risk data gathering via 
ad hoc inquiries. Some companies are investing 
in periodic or real-time risk gathering updates.

TCRM functions are proactively monitoring and 
countering reported IT risks

of companies surveyed are either designing new 
countermeasures (some leveraging better practices 
already within the organization) or updating existing ones

Companies surveyed are not only leveraging data 
to improve risk mitigation, but also to achieve 
operational efficiency

On core 
external risks

On core 
operations

On business 
change

On emerging 
risks

Current risk focus

63%19%

15%

3%

82%

88%

49%
Culture

66%

Regulatory 
environment

49%

93%

Source: Harvey Nash/KPMG CIO Survey 2016

Source:  Tech risk management survey report, KPMG 2017

Source: KPMG Technology Innovation Survey 2017

Source: IT Internal Audit: Multiplying risks amid scarce 
resources, KPMG 2017

Source:  Tech risk management survey report, KPMG 2017

Source: Harvey Nash/KPMG CIO Survey 2016

TCRM
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“The key issue that we face 
is being able to communicate 
with the C-level executive 
and the impact of IT risks on 
the business risk. I think we 
had a lot of help in the recent 
past with breaches and 
issues that happen, which 
turned the table to instead 
of us trying to reach out and 
communicate that impact on 
the business, they're coming 
to us and asking, Are we 
at risk?”

—Forum attendee

Key elements of a risk management program
How can an organization build a successful TCRM program? There are a number 
of steps, but most important is building a risk culture that leads to an increased 
flow of information among the three lines of defense (operators, risk office, 
internal audit), as well as with key business stakeholders. 

When these relationships are working well, the IT risk function can fully 
engage and reach the full technology risk management potential. That means 
organizations will have an adaptable risk universe that can handle changes in 
business and technology, and staff will have a clear process to categorize and 
decide on acceptable risk levels.

To help companies build this kind of risk culture, we’ve developed 
six guiding principles  that TCRM professionals can begin implementing in 
their organizations. 

1. Adopt a business-driven approach. TCRM focused on technology in a silo 
will fail to deliver the required benefits. Technology risk management must 
enable and protect current and future needs of the business.

2. Align with other risk functions. TCRM programs do not have to go at it 
alone. Connect with key stakeholders, such as internal audit and compliance, 
ERM, and security.

3. Focus the message to enable an TCRM culture. TCRM programs are 
most successful when they partner and drive quality services so that the 
business can achieve their strategic objectives. If TCRM programs become 
a check-the-box compliance exercise, they are likely to fail. Rather, it’s about 
getting people willing and able to execute the risk management program and 
incentivized to “sign up” for delivering the desired business benefit.

4. Don’t create a completely new process. Rather, embed TCRM into existing 
processes, and leverage current data sources. Technology risk processes 
must align with how IT is structured and managed. Collaborating with 
existing IT processes and data sources can jumpstart the TCRM program 
and increase its effectiveness. Start small in areas of highest risk while going 
deep to drive insights and credibility.

5. Develop a TCRM framework and service menu. TCRM activities should 
be treated no differently than any other IT service capabilities that are being 
delivered to the organization. Develop the proper governance and framework 
to guide a structured IT risk management program that will yield valuable 
outputs, insights, and decisions for the broader IT organization.

6. Implement forward-looking measurements that drive decisions. 
TCRM isn’t just what happened, but anticipating what will happen: Have 
measurements that build predictive capabilities and have the ability to 
anticipate what will happen in your environment. This will position your 
risk management function as a key element of strategic decisions for 
the organization.

By applying these six guiding principles, TCRM professionals can define and 
escalate risks that are strategic (and potentially catastrophic to the business) 
and tactical. They can then prioritize those risks, build counter measures, and 
communicate back to the business on critical issues further enabling success 
against organizational objectives.

Don’t give up. Some days, it’s 
going to be overwhelming 
and seem insurmountable. 
Don’t be afraid to ask for 
help; network and ask for 
opinions, and you’ll be 
surprised about how much 
you’ll get out of those 
conversations. And do 
something—even if it turns 
out to be wrong. Scale it 
down into bite-size chunks 
and just start somewhere.

—  Forum participant
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Trending technology risks
Share forum participants discussed a wide variety of IT  
risks as part of the session.

Automation and Robotics

Cyber

Operational Technology 
and Plant Security

Business E-mail 
Compromise Threats and 

Security Awareness Emerging Digital 
Technologies – Cloud, IoT, 
Mobile, Social, Blockchain

Supply Chain Technology Risk Real Time Control and 
Security Focus on System 

Implementations

Identity Access 
Management

Agile Development

GDPR – May 2018 
Compliance Date
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Connecting the risk
Protecting Internet of  Things and digital platforms through risk 
and governance

Digital technologies are driving innovation in today’s market, transforming the 
way businesses operate. In fact, 93 percent of companies say they are in some 
phase of changing their business model to adapt to these new technologies.1

One such emerging technology 
is the Internet of Things (IoT). IoT 
involves connecting everyday devices 
and systems (i.e. “things”) through 
low-cost sensors. These devices can 
autonomously take action based 
on real-time data, processes, and 
information. These interconnected 
devices are collecting environmental 

and behavioral data to generate timely business decisions to improve customer 
interactions or process efficiencies. 

These rapidly advancing technologies are challenging CIOs and CTOs in 
ever-changing ways. In the case of the IoT, connected devices have sometimes 
been designed and built with little regard to security and governance. 

Here are some recent examples of security breaches around IoT.

A toy manufacturer created a mobile application that supported several 
educational toys (learning tablets, toy phones, etc.). A hacker used a very simple 
SQL injection attack and was able to download the personal records and data 
of 6.5 million children and 5 million parents. This information included pictures, 
voice memos, chat logs, among other data. 

In another incident, connected refrigerators, Webcams, and DVRs were 
compromised as part of the Mirai botnet that took down a large part of the 
Internet via the Dyn DDoS attack in 2016. Elsewhere, hospitals have had 
connected medical devices rendered useless and held for ransom. A large auto 
manufacturer had to shut down a plant in Japan due to the WannaCry malware 
infecting the plant-level network. Ukraine’s power grid was successfully attacked 
by hackers. In 2015, an SUV was remotely hacked while driving 70 mph on the 
highway. And a German steel mill had a connected boiler unit hacked, causing 
massive damage due to an uncontrolled shutdown. 

As these examples attest, security failures around IoT can have catastrophic 
results, and even lead to death if the breaches cause explosions, accidents, or 
the disabling of life-supporting medical equipment. The alarming fact is that the 
majority of these events could have been prevented by embedding technology 
risk-management practices into the strategy, development, and processes 
around these connected products and connected operations. 

“Digital customer 
engagement is a huge thing 
that I’m seeing a lot of. 
The idea of how do we tie 
together digital customer 
interactions or consumer 
interactions across the 
business. How do we 
transform, add more value 
to our consumers, and 
take advantage of all the 
information we have about 
them and our products and 
tie that all together.”

—Forum attendee

1 KPMG Technology Innovation Survey, November 2016.

Our second share forum session described how TCRM professionals 
can design a risk-management program that evolves with today’s 
rapidly advancing technology like the Internet of Things.

Nearly twice as many 
attendees said that their 

organization has a strategic 
investment plan in IoT, compared 
with those whose organizations 
view IoT as an opportunity but 
have not yet invested.
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RISK & GOVERNANCE
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IoT Risk and Governance framework

Our framework consists of integrating risk, governance, and controls 
considerations throughout the program life cycle to help ensure timely 
and effective risk identification, evaluation, mitigation, and in some 
cases, acceptance.
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Clearly, companies must be vigilant with managing and governing risk around 
IoT. But there is an important balance to strike when implementing security and 
privacy by design while maintaining a cost-effective development life cycle and 
user-friendly experience. This balancing act is often challenged by the multiple 
stakeholders and third parties involved with supporting an IoT ecosystem.

Accounting for IoT stakeholders
In terms of security and risk management, IoT has more stakeholders than 
traditional products. Each stakeholder 
has a specific perspective aligned to 
their business objectives and costing 
models. These stakeholders that create 
the IoT ecosystem generally fall into 
three categories:

 — The creator,  
or OEM; that is, the party that has 
its name on the device. The creator 
wants the product adopted by 
consumers and is focused on its bottom line. 

 — The enabler,  
which involves the cloud, software, or telematics architecture. These are 
usually in the commodity business and are looking to provide service for the 
lowest price. 

 — The consumer,  
or end-user of the device, who is interested in product reliability and usability 
and has a natural expectation of privacy.

Putting technology to work in the supply chain
Do you have plans to invest in any of the following systems or technologies in the next 12 to 24 months?

Yes, definitely Possibly No, because we have already invested No, no plans at present

Note: Percentages may not add up to 100 percent due to rounding.
Source: Forbes Global Manufacturing Outlook 2016

Internet of things (IoT)

Supply chain analytics

Integrated business planning

Demand sensing

Global demand management

Procurement systems

Customer-facing technology

Purchase-to-pay automation

SKU management

26% 36% 26% 13%

22% 34% 28% 17%

21% 33% 29% 16%

21% 39% 26% 15%

21% 32% 32% 16%

21% 29% 36% 15%

18% 34% 35% 13%

16% 42% 24% 18%

16% 38% 33% 14%

16% 38% 32% 15%

14% 30% 32% 24%Enterprise performance management

Tools for online collaboration with 
supply chain partners
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as the most significant 
challenge with third 
parties within a connected 
device ecosystem.



TCRM professionals need to ask: If these stakeholders are largely distinct 
organizations with differing focus areas, who is watching over the whole 
ecosystem and following the data from conception to destruction? In many 
cases, the answer is no one.

As organizations begin to recognize the complexities inherent within an IoT 
ecosystem, it becomes clear that there is a need for a robust, comprehensive 
IoT governance program. This program  
should standardize the initial 
development and ongoing operation 
of connected products and establish 
guardrails to mitigate risks along the 
way. However, most organizations are 
struggling with how to build and deploy 
IoT governance. 

While IoT governance doesn’t follow 
an exact formula, companies can draw 
on industry best practices to help build 
a foundational program, which can then be further tailored to the needs of the 
organization. For example, it could operate as a formal centralized function with 
dedicated resources, as a center of excellence (CoE) that defines and promotes 
best practices, or as a steering committee made up of various stakeholders 
(such as IT and product engineering), which ultimately reports up to business 
leadership. What works best will differ not only by industry, but also by where 
the organization plays in the IoT ecosystem.

In our experience, we have learned that all effective IoT governance 
functions—regardless of how they are established—play an instrumental role in 
a number of critical activities: 

 — Enabling collaboration between cross-functional stakeholders

 — Shaping the overall direction of the IoT program

 — Promoting process standardization and consistency to drive ROI

 — Sharing best practices for IoT development and implementation

 — Establishing controls and defining key 
metrics and indicators to monitor and 
optimize business outcomes. 

We believe this approach can help 
organizations design, develop 
and deploy connected products 
in a more efficient, cost-
effective, responsible and 
sustainable manner.

For most attendees, the 
information security 
function isn’t involved 
with securing digital 
products and platforms 
throughout the product’s 
entire life cycle.

Environment
 — Consumer

 — Industrial

 — EnterpriseEcosystem
 — Social

 — Third-party

 — Closed

Devices
 — Smart features

 — Sensors

 — Data collection

SPTS = Security, Privacy, Trust, and Safety

SPTS
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Attendees said that "cloud-
first" technology / IT 
strategy was important to 
helping the organization 
achieve its goals.

Solutions such as infrastructure as a service (IaaS), platform as a service 
(PaaS), and software as a service (SaaS) can help a business become more 
self-sufficient, reducing demand for traditional technology and freeing up 
resources to work on more complex and higher-value initiatives. Clearly, 
cloud adoption will continue to grow as business leaders become more aware 
of its advantages. 

As for TCRM professionals, they stand 
between the company and the cloud 
provider, charged with enabling the 
service, while understanding the risk 
tradeoff for using it. Of key importance 
is knowing the level of shared security 
responsibility between the business 
and the cloud-service provider. This 
level of responsibility depends on the 
type of cloud service the business is buying (see graphic at top of next page). 
Typically, companies have the most responsibility with IaaS and the least with 
SaaS cloud models. 

Public Private Hybrid Community

On demand 
self-service

Board access 
network Resource pooling Rapid elasticity Measured service

Infrastructure as a 
service (laaS)

Platform as a service 
(PaaS)

Software as a 
service (SaaS)

Business process as a 
service (BpaaS)

Cloud services have developed well beyond being just a storage utility or 
low-cost server. Today, the cloud can play a significant role in enabling an 
organization to innovate, and many organizations are leveraging the cloud to 
transform their businesses. 

Challenging the risk in the cloud

Our final share forum session looked the various models of cloud services 
and how TCRM professionals can manage the risk responsibilities between  
their company and the cloud-service provider.
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fir

Information and Privacy Protection Identity and Access Management 

Incident and Crisis Management Threat and Vulnerability

Engineering and 
Development 

Security and 
Operations 

Audit, Legal, Risk, 
and Compliance

Business Units 
and Customers 

Finance and 
Operations 

Data Security and 
Threat Protection 

Compliance

Business Agility, Speed 
and Innovation 

Visibility and Reporting

Spend and Risk 
Reduction Optimization  

API

Cloud Security Fabric (Tech-enabled Solutions)
-

Governance and Operations

Risk and Compliance 
Management

On-boarding, Delivery and 
Operations

Strategy and Governance Security Architecture

Data, Applications, Platforms, and Infrastructure

— IBM Qradar

— HP ArcSight

— Homegrown Apps

On Prem* SaaS* PaaS and IaaS*

Device 
management LoggingMonitoring Auditing Fraud and 

forensics
Config 

management

Key Stakeholders Key Outcomes Components of Cloud Security Program

X

— Google

— ServiceNow

— Salesforce

— Dropbox

— Office365

— Box

— Microsoft Azure

— Force.com

— Sclar

— Amazon Web Services

— Docker

— VMware

DLP/Content 
classification

Encryption 
management 

Apps 
firewall

User behavior 
analytics

Credential and profile 
management

Authorization Directory 
services

Privileged 
management

SSO and 
federation

Authentication and 
risk-based access

Configuration
security 

A cloud security program and capability
Security for the cloud is not a piece-meal, one-time, and tactical endeavor. 
Organizations need a strategic, flexible, and broad security capability to 
enable cost-effective adoption of multi-cloud environments and business 
cloud transformation. Organizations should initiate a cloud security capability 
assessment and program to identify and remediate risks.
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Leveraging cloud to transform the business
The market for cloud services has matured and is being deployed well 
beyond utility for storage. 

Improve agility and responsiveness

Accelerate product development/innovation

Save money

Data center modernization/legacy renewal

Shift CapEx to OpEx

Improve availability and resiliency

Best solution available

Support global shared services

Better enable the mobile workforce

Improve alignment with customers/partners

Simplified management

Other

Attract talent

Source: Harvey Nash/KPMG CIO Survey 2016

0% 10% 20% 30% 40% 50% 60%

55

41

40

29

28

22

19

14

13

11

10

5

1

TCRM professionals need to understand that this shared responsibility 
model can create confusion and risk exposure if not properly understood 
and addressed. Organizations should clearly define cloud security roles 
and responsibilities and ensure cloud vendor contracts, cloud vendor 
implementations, and control operations all address potential security gaps.

Most attendees said 
their organizations only 
somewhat understand the 
cloud computing shared 
responsibility model and 
its implications for data.

Cloud Customer Cloud Provider

Data classification & accountability

Client & end-point protection

Identify & access management

Application level controls

Network controls

Host infrastructure

Physical security

Responsibility On-Prem laaS PaaS SaaS

Shared risk responsibility in the cloud
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Guiding principles for cloud security
Although cloud technologies have provided organizations with powerful tools, 
along with the ability to decrease IT costs, they have increased the potential 
risks and threats to the organization. Companies must evolve their security, risk, 
and compliance capabilities to enable the cloud transformation of the business 
and to realize its benefits. 

What follows are six key guiding principles that can help companies with cloud 
security, privacy, and compliance.

1. Business and stakeholder minded. Cloud has begun to permeate all 
aspects of the business and has become integral to enabling emerging 
business priorities, such as race for the customer, omni-channel, digital 
transformation, and spend optimization, among others.

Security focused on technology alone will fail to deliver the desired benefits. 
On the contrary, it is essential that TCRM professionals look at the big picture 
and determine how to design risk management and security functions to 
align with where the business is going. Likewise, TCRM needs to be aware 
of the needs and requirements of the various stakeholders throughout the 
organization, including the CIO/CTO, CISO, Internal Audit, and Legal.

In the end, TCRM exists to serve the business, and cloud security and risk 
management need to be viewed in the context of business enablement. 

2. Risk focused. Before adopting cloud to their operations, organizations should 
perform a cloud risk assessment to identify and prioritize threats. These can 
include cloud vendor security, malicious insider threat, shadow IT and cloud 
governance, and data security and compliance. 

Following the assessment, TCRM can design, implement, and operate 
controls to address any issues uncovered. Such a risk-based approach can 
help moderate IT security spend. For instance, an organization may not need 
the latest technology to address an issue; existing solutions may prove to 
be adequate. 

3. Hybrid and multi-cloud. As we have seen, cloud encompasses a number 
of different operating environments, including SaaS, IaaS, and PaaS. 
Organizations will increasingly leverage more than one environment. 
Therefore, TCRM needs to begin thinking about a strategy that addresses 
a hybrid and multi-cloud environment to ensure end-to-end security, risk, 
and compliance. 

Another key point to remember is that cloud is now so dynamic that 
it is fairly simple to shift from one operating environment to another. 
Consequently, TCRM must be able to manage this drift from a baseline 
configuration to avoid additional risk exposure.

“Cyber breaches are 
inevitable. That doesn’t 
mean you shouldn’t try to 
prevent them. The risk is how 
quickly I can respond. How 
long does it take to detect 
and mitigate the issue? It’s 
not only am I limiting and 
controlling access. Do I have 
the right protocols?”

— Forum attendee
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4. Cyber privacy and compliances. Ensuring data privacy is essential. 
Likewise is compliance with privacy regulations. However, rules governing 
the protection of private information vary greatly throughout the world. When 
engaging a cloud service, it is crucial to know where the vendor is located 
and into what jurisdictions your organization’s data will flow. Answers to 
these questions can have a tremendous impact on a company’s responsibility 
in the case of litigation or security breach. Organizations are responsible for 
ensuring compliance and protection of user data across the global landscape. 
Cloud security strategy must include how the organization will achieve and 
maintain compliance to privacy laws, principles, and regulations.

5. Investing smart. Not all functions floated into the cloud require the same 
level of security. To optimize investment, organizations should take a risk-
based and value-driven approach to design, implement, operate, and audit 
security controls for the cloud. In other words, don’t spend $1,000 in security 
around a $100 problem.

6. Agile and seamless. Security must become as innovative as the cloud 
platforms and technologies being adopted. Put another way, security in 
the cloud must incorporate the same agile development process that your 
engineers and project managers are moving toward. Cloud security also 
must be seamless and embedded in continuous delivery and innovation 
processes. Legacy security processes, mind-sets, and solutions are 
inadequate for the new technology and innovation paradigms. The idea 
is that you want to build a security architecture that's going to move the 
business forward.

Organizations should address cloud data protection issues through a combined 
business, risk, controls, and technology view. If you start with the technology 
and controls, you’re missing the boat. You have to make sure you have the 
context around what the business is trying to do to determine the direction 
toward spend on technology and control implementation. A successful cloud 
security program will establish standards and solutions, drive adoption, and 
manage risks in the cloud, while addressing the needs of various stakeholders 
and enabling key business outcomes.

Security has been in a “no” position for some time; now it has to be “know 
how.” Security risk staffs have to know how to get there. TCRM professionals 
can help lead the transformation because they know how computing models 
work, they know about how cloud infrastructure models work, they know where 
the risks are; and they have the framework to help guide the business through 
the process. 

“Many of the large cloud 
providers and platforms 
today can offer even better 
security controls than legacy 
environments by leveraging 
some of the built-in tools 
and automation offered.  It 
is up to the TCRM function 
to evaluate and deploy these 
enablers as part of your cloud 
security strategy. ”

— Forum attendee
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How KPMG can help
We work closely with industrial manufacturing companies to implement 
integrated TCRM strategies and frameworks that leverage TCRM as a tool 
for embracing technological disruption, in addition to improving TCRM’s role 
in protecting the enterprise. We assist industrial manufacturing companies 
across the value chain. Our services are backed by industry-leading 
methodologies and tools. Our technology-risk analytics platforms can help 
companies accelerate their focus on TCRM. Our experienced professionals 
have strategic and technical knowledge to help organizations transform risk 
management from cost center to value creator.

Final thoughts
Emerging disruptive technologies are dramatically changing the way 
industrial companies operate and interact with their customers. While these 
technologies can offer companies real competitive advantages, they also bring 
unprecedented risk, particularly around data protection and cyber security. 

To address the new risk challenges arising from these rapidly changing 
technologies, TCRM professionals must adopt an agile and innovative 
mind-set. A focus on just technology is no longer sufficient. TCRM must align 
its programs with business strategies, becoming a partner to enable the 
business to meet its objectives. This will require developing strong relationships 
with key stakeholders throughout the organization to gain that critical 
information to assess potential risks and design effective and comprehensive 
risk-management programs. 

At the same time, TCRM must manage 
and protect their existing operations. 
In fact, guarding against these 
emerging risks, like cyber for example, 
demand that IT organizations maintain 
strong foundational risk-management 
processes, like disaster recovery 
planning, incident response, asset 
management, and patch management. 
By thinking creatively and holistically, 
TCRM can assist the business in 
effectively managing the risks of 
today while being ready to meet the 
emerging risks of tomorrow.

TCRM programs are 
most successful when 
they are positioned as 
an enabler to IT to help 
drive quality services to 
the business so that the 
business can achieve their 
strategic objectives. If 
TCRM programs become a 
check-the-box compliance 
exercise, you are dead in 
the water. Make the value 
proposition crystal clear.
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