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Ensuring the physical safety of passengers has 
always been the primary focus of regulation in the 
automotive industry. Today, as cars become more 
connected than mechanical, there’s a new threat 
on the roads: cyber attacks. As regulators begin 
to define the new rules of the road, how can 
automakers take the proverbial driver’s seat and 
proactively enhance cybersecurity?

As a critical part of consumers’ lives and 
a cornerstone of the global economy, the 
automotive industry has been a focal point for 
consumer protection and safety regulations. 
The industry’s long history of regulatory oversight 
is closely linked to technology. For decades, 
technological advancements have led to changes 
in manufacturing practices, safety standards, and 
emissions requirements.

Today, we are witnessing the industry evolve 
through its largest technological disruption 
yet. Automakers are recognizing the invaluable 
opportunities to create superior customer 
experiences by adding digital services and 
capabilities, including connected and autonomous 
cars. Vehicle engineering is more complex 
than ever, with hundreds of computer systems 
working together.

As technology continues to evolve, it is introducing 
new threats to the industry. Security professionals 
and researchers have quickly found automobiles to 
be a prime target for cyber attacks. For one, there’s 
a big potential payoff: Automakers are managing an 
unprecedented amount of sensitive, valuable data, 
including driving behavior and vehicle diagnostics. 
At the same time, the stakes are incredibly high: 
Vehicle technology is increasingly integral to driving 
safety. What’s more, the inherent complexity of the 
vehicle ecosystem makes it challenging to protect.

The industry is prime for a regulatory standard 
or common security framework that encourages 
automotive original equipment manufacturers 
(OEMs) to implement standardized cybersecurity 
controls and best practices. The digital disruption 
in the industry has so far outpaced traditional 
automotive safety and quality regulations—and 
regulators and standard-setters are playing 
catch-up. They are especially sharpening their focus 
on the issues of vehicle cybersecurity and data 
privacy, asking what additional measures should be 
added to current practices to protect the interests 
of consumers and manufacturers and comply with 
regional and national data sovereignty laws.

With the industry traditionally moving at 
clockspeeds aligned with five- to seven-year 
lifespans of vehicle platforms and consumer 
ownership, every player in the connected 
vehicle ecosystem has a critical choice: 
either implement best practices for vehicle 
cybersecurity now and help drive the future 
regulatory landscape on your own terms; or 
wait for regulation to be enforced and disrupt 
your platform. OEMs that emerge as leaders 
in vehicle cybersecurity stand to benefit from 
increases in consumer trust and public safety 
reputation. They will also have the opportunity 
to help influence a broader set of regulations on 
a country-by-country basis for cybersecurity and 
data sovereignty.

Read on to explore the current state of vehicle 
cybersecurity guidance and learn five tips for 
the industry to build best-in-class cybersecurity 
programs that help ensure vehicles are designed 
and developed responsibly and in alignment with 
future regulations.

Racing ahead of 
regulation
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The regulatory 
stakeholders
Adding to the complexity of the vehicle cybersecurity 
ecosystem, several stakeholders are involved in defining 
regulation and setting standards. Each stakeholder brings 
a different perspective to this topic and has an important role 
to play in vehicle cybersecurity.
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Stakeholder Roles and responsibilities Impact of regulatory actions

Traditional OEMs

Ex. automakers, 
component suppliers

 — Build security and privacy controls into 
design of vehicle components

 — Ensure vendor and supplier compliance 
with security and privacy specifications

 — Ensure the confidentiality of personally 
identifiable information (PII) collected 
from connected services

 — Changes in vehicle development 
process

 — Increase in vehicle cybersecurity 
spending

 — Changes in data collection programs

 — Updates to enterprise control 
frameworks

New mobility providers

Ex. Ride sharing, 
telematics and 

autonomous technology 
providers, data brokers

 — Bring new technologies and services 
to market in a responsible manner

 — Collaborate with traditional OEMs to 
improve vehicle safety, security, and 
availability

 — Enable “total miles driven” to increase 
on a global scale

 — Potential disruptive impacts to 
business models, service offerings, 
and product development

 — Increase in product cybersecurity 
spending

Government agencies

Ex. Federal/state, NHTSA, 
FTC, U.S. DOT

 — Establish standards, provide guidance, 
and enforce regulation without stifling 
innovation

 — Monitor companies for regulatory 
compliance and oversight

 — Ensure regulation evolves with 
changing cybersecurity threats

 — Determine how to enforce standards 
and create accountability

 — Provide implementation guidance and 
interpretations

 — Maintain regulations 

Industry bodies

Ex. Auto-ISAC

 — Protect interests of the industry while 
defining best practices

 — Help comply with government 
guidance and/or meet regulatory 
expectations

 — Help industry peers with standards 
implementation

 — Distribute and share information in a 
timely, organized fashion

 — Proactively position vehicles to meet 
future regulatory requirements and 
consumer demands

Consumers

Ex. general public, fleet 
operators

 — Vocalize expectations to both OEMs 
and the government

 — Understand risks and limitations of 
new vehicle technology

 — Establish trust (or distrust) in OEMs 
related to security practices

 — Distinguish vehicle make and model by 
security features and standards

The regulatory 
stakeholders
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The players with the most at stake are the traditional OEMs and the emerging “new mobility” providers. 
These firms should be observant of the full mobility ecosystem and identify the new opportunities and 
marketplace advantages that come with regulatory actions. The firms who succeed with influencing the 
trajectory of the ecosystem will drive regulation rather than being defensive of forced-upon regulatory 
requirements.
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In response to the growing concerns cyber vulnerabilities 
have created for driver safety, on July 21, 2015, Senators 
Edward J. Markey (D-Mass.) and Richard Blumenthal 
(D-Conn.) introduced the Security and Privacy in Your 
Car (SPY Car) Act. This proposed legislation would direct 
the National Highway Traffic Safety Administration 
(NHTSA) and the Federal Trade Commission (FTC) to 
develop and enforce federal standards for automakers to 
improve vehicle cybersecurity and protect driver privacy. 
These new federal standards would require more robust 
governance and process transparency by the automakers 
through enforcement of the following provisions:

 — Cybersecurity standards, including hacking 
protection, data security, and hacking mitigation

 — Privacy standards, including transparency, consumer 
choice, and marketing prohibition

 — Cyber dashboard, which informs consumers how 
well a vehicle performs against federal security and 
privacy standards.

With the SPY Car Act being the first proposed federal 
legislation directly in response to vehicle cybersecurity, 
it is clear that there is a growing focus in the regulatory 
community to add oversight and governance over security 
and privacy risks of modern vehicles. Perhaps in response 
to the SPY Car Act, two best practices frameworks for 
vehicle cybersecurity have recently been released to 
encourage automakers to adopt more rigid security and 
privacy requirements protecting the consumers operating 
their vehicles. In July 2016, the Automotive Information 
Sharing and Analysis Center (Auto-ISAC) published 
its “Automotive Cybersecurity Best Practices,” and 
NHTSA subsequently released a similar “Cybersecurity 
Best Practices for Modern Vehicles” in October 2016. 
Both “best practice” guides are precursors to more 
prescriptive guidance expected in the future.

While it goes without saying that vehicles need to be 
safe and secure, connected vehicles open up a new 
avenue of privacy risks via the myriad of data they 
produce and collect about the vehicle and the driver. 
Consumer privacy regulations may begin to focus 
on which vehicle data is considered to be personally 
identifiable information (PII). For example, certainly 
personal information like name, address, and date 
of birth would be treated as PII, but how OEMs are 
managing GPS coordinates, destination history, VIN 
numbers, on-board vehicle services activity, data 
collected from drivers under the age of 18 (minors), 
and overall driving behavior is not yet clearly defined. 
Also, as proposed by NHTSA’s Federal Automated 
Vehicles Policy, OEMs may be forced to share vehicle 
data related to incidents and crashes to help better the 
automotive community. While this may be beneficial 
for the public good, it creates new challenges (and 
questions) with who owns this data, how to manage 
and store the data, how can this information be shared, 
whom it is shared with, and how trade secrets or 
intellectual property will be protected. Additionally, 
there is a broad set of data sovereignty regulations 
established by country or sets of countries to govern 
and restrict the transfer, access, and localization of 
digital personal identifiable data. This information that 
vehicles have converted and stored in digital form 
is subject to the laws of the country in which it is 
located. Addressing these concerns and challenges 
through strong data governance programs and broader 
compliance oversight extending to outsourced vendors 
and suppliers will help OEMs not only derive value 
from vehicle data, but also be responsive to regulatory 
requirements.

Regulatory guidance: 
The first mile
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**This timeline focuses on most impactful, relevant guidance and best practices and should not be taken as all-encompassing.

cybersecurity guidance/
best practices

Timeline of automotive

A Summary of
Cybersecurity Best 
Practices – NHTSA 

(October 2014) 
Consumer Privacy 
Protection Principles for 
Vehicle Technologies and 
Services – Alliance of 
Automobile Manufacturers 
and the Association of 
Global Automakers 
(November 2014)

Tracking & Hacking:
Security & Privacy Gaps Put 

American Drivers at Risk – 
Senator Edward J. Markey 

(February 2015) Security and Privacy in 
Your Car Act – Senator 
Edward J. Markey 
(July 2015)Framework for Automotive 

Cybersecurity Best Practices – 
Alliance of Automobile 

Manufacturers and
the Association of Global 

Automakers (January 2016)

ENISA Cars and Roads 
Security (CarSEC) Experts 
Group Formation – European 
Network and Information 
Security Agency (ENISA) 
(January 2016)Automotive 

Cybersecurity
Best Practices – 

Auto-ISAC (July 2016)
ENISA Connected Car 
Cybersecurity Study Launch – 
ENISA (July 2016)

Federal Automated 
Vehicles Policy – NHTSA 

(September 2016)

Cybersecurity Best Practices 
for Modern Vehicles – NHTSA 
(October 2016)
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In recent months, both the Auto-ISAC and NHTSA have published “best practice” 
guides for vehicle cybersecurity. The table below helps align the two guides under 
common cybersecurity domains. Fortunately, the guidance from the two organizations 
shares similar positions and recommendations, although the terminology and specific 
details differ. Both sets of guiding principles are founded upon building a product with a 
layered security approach with security and privacy embedded throughout the vehicle 
life cycle. The most notable difference is that NHTSA provided 11 specific “Fundamental 
Vehicle Cybersecurity Protections.” These “protections” included topics such as limiting 
developer access, cryptographic key management, limiting firmware access, controlling 
internal ECU communications, and event logging. The recommended “protections” 
are the most specific formal guidance produced by a federal agency about vehicle 
cybersecurity, so this may be an indication of what is to come in future years.

Cybersecurity domain
Auto-ISAC Automotive 
Cybersecurity Best Practices

NHTSA Cybersecurity Best Practices for Modern 
Vehicles

Organization, 
leadership, and 
governance

Governance: Effective 
governance practices include 
defined executive oversight 
for security, defined roles and 
responsibilities for cybersecurity 
within the organization, dedication 
of appropriate resources 
to cybersecurity, and the 
establishment of governance 
processes to ensure compliance.

Leadership priority on product cybersecurity: 
NHTSA recommends that companies developing or 
integrating safety-critical vehicle systems prioritize 
vehicle cybersecurity and demonstrate management 
commitment.

Risk management 
and compliance

Risk assessment and 
management: In order to mitigate 
the impact of cybersecurity 
vulnerabilities, organizations are 
expected to standardize their 
processes to identify and manage 
risks and to monitor compliance by 
relevant stakeholders.

Self-Auditing: In addition to implementing a 
cybersecurity process based on a sound systems 
engineering approach, the automotive industry should 
document the details related to the cybersecurity 
process to allow for both auditing and accountability.

Auto-ISAC and NHTSA

Aligning vehicle cybersecurity 
and privacy guidance
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Cybersecurity domain
Auto-ISAC Automotive 
Cybersecurity Best Practices

NHTSA Cybersecurity Best Practices for Modern 
Vehicles

Secure product 
development

Security by design: Cybersecurity 
features should be integrated 
into the design process by 
including security reviews in the 
development process, vulnerability 
testing, and validation of software 
updates.

Vehicle development process with explicit 
cybersecurity considerations: The automotive 
industry should follow a robust product development 
process based on a systems-engineering approach 
with the goal of designing systems free of 
unreasonable safety risks including those from 
potential cybersecurity threats and vulnerabilities.

Fundamental vehicle cybersecurity protections: 
Includes a list of 11 specific security recommendations 
based on what NHTSA has learned through its internal 
research as well as from stakeholder experiences 
shared with NHTSA. These protections serve as a small 
subset of potential actions that can move the motor 
vehicle industry towards a more cyber-aware posture.

Threat management 
and incident response

Threat detection and protection: 
In order to proactively detect 
threats, automakers are expected 
to use consistent processes to 
identify vulnerabilities, use a 
risk-based approach to threat 
monitoring, and have a plan in 
place for vulnerability disclosure 
and updates.

Vulnerability/Exploit/Incident response process: 
The automotive industry should have a documented 
process for responding to incidents, vulnerabilities, 
and exploits. This process should cover impact 
assessment, containment, recovery and remediation 
actions, and the associated testing.

Incident response and recovery: 
Automakers are expected to have 
an incident response plan with a 
dedicated incident response team 
that is periodically tested and 
evaluated to promote timely and 
appropriate action.

Cybersecurity training 
and education

Training and awareness: In order 
to create a culture of security, 
automakers are expected to 
establish training programs 
to stakeholders and educate 
employees on their security roles 
and responsibilities.

Education: NHTSA believes that an educated 
workforce is crucial to improving the cybersecurity 
posture of motor vehicles. The agency’s philosophy 
is that cybersecurity educational activities should 
not be limited to the current workforce or technical 
individuals, but should also enrich the future 
workforce and non-technical individuals.

Industry collaboration 
and information 
sharing

Collaboration and engagement 
with appropriate third parties: 
Since the connected car will 
involve interaction between the 
OEM and external vendors, having 
a policy in place for third parties 
that is regularly reviewed is an 
industry best practice.

Information sharing: While a large number of motor 
vehicle and equipment manufacturers are now involved 
in the Auto-ISAC, the agency continues to encourage 
all members of the vehicle manufacturing industry to 
participate in it, and NHTSA also encourages the Auto-
ISAC to expand its membership domain to include 
suppliers and other vehicle segments.

Vulnerability reporting/Disclosure policy: 
Automotive industry members should consider 
creating their own vulnerability reporting/disclosure 
policies, or adopting policies used in other sectors or 
in technical standards.
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Taking the 
driver’s seat
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How KPMG can help
Changing the industry culture and expectations around 
vehicle cybersecurity will take time and require partnerships 
to create and implement a strategy that uniquely works 
for each OEM. At KPMG LLP (KPMG), we’ve helped our 
clients establish cybersecurity, technology, and enterprise 
data governance functions, perform current-state risk 
assessments, and define future-state roadmaps and 
operating models. Combined with our leading Automotive 
practice and industry experience, we are distinctly 
positioned to help automakers and other industry OEMs 
navigate through vehicle cybersecurity.

 

About KPMG’s emerging 
technology risk services
Technology’s influence on business is undeniable. 
Cloud, connectivity, mobile, cybersecurity, and the IoT 
are evolving and quickly infiltrating and transforming the 
workplace. This is forcing organizations to think faster, 
become more flexible, and figure out how technology 
aligns with business. KPMG’s Emerging Technology Risk 
(ETR) Services Network is helping clients responsibly 
navigate this new digital world. ETR’s elite network of 
technology specialists and risk management professionals 
evaluate the business and deploy the resources and 
KPMG power to enhance the balance of risk and reward. 
The results are adaptable business approaches that give 
clients peace of mind and the flexibility to manage various 
platforms. Organizations receive the benefit of emerging 
technologies without the disruptive forces hindering 
their goals.

By now the message has been clearly heard by the automakers 
and suppliers that vehicle cybersecurity is critical to maintaining 
the integrity of modern automobiles and protecting drivers and 
passengers. But how to implement and maintain cybersecurity 
principles into a complex vehicle development cycle is not 
an easy task. The degree of automotive innovation during 
the past decade has been a disruptive force throughout the 
industry, and pairing this innovation with an agile and evolving 
vehicle cybersecurity program is a challenge that OEMs need 
to be prepared to handle. OEMs will continue advancing 
vehicle technology and automation, but they should do so in 
a responsible manner that protects the integrity of the vehicle 
and the safety and personal rights of the driver.

To help OEMs along their journey of vehicle cybersecurity, 
we’ve identified five guidelines that OEMs should follow 
today to help ensure vehicles are developed responsibly 
and future regulations and standards are adopted without 
unnecessary burden.

1. Establish a vehicle cybersecurity governance function 
to provide oversight and enforcement of security 
practices and future strategy. This function should have 
the capability and authority to enforce a comprehensive 
security program, including secure product development, 
threat management, incident response, and training. 
Vehicle cybersecurity programs also require a clear vision 
and roadmap to evolve along with technology changes and 
consumer expectations.

2. Establish a vehicle data governance function to help 
protect and manage vehicle and consumer data across 
the enterprise. Vehicle and consumer data governance 
strategy includes considerations for availability, usability, 
integrity, and security of the data collected from vehicles 
and related subscription services. Tactical considerations 
for data security and compliance requirements include 
logical access, encryption, and retention requirements.

3. Build security and privacy throughout the design 
of each vehicle component. Engineering teams 
and suppliers should build security requirements into 
component design specifications. Security testing 
practices, such as penetration testing and design 
verifications, should be performed prior to finalizing 
components. The Privacy Office should be involved to 
review key decisions around data collection, transmission, 
usage, compliance, and local data sovereignty laws.

4. Proactively contribute to the standards-settings 
process. The regulatory environment will continue 
to evolve for vehicle security. The OEMs have an 
opportunity to take the driver’s seat and shape the 
regulations to come. Stay involved within industry 
networks and collaborate with government agencies to 
help define where the industry is headed.

5. Collaborate with a trusted advisor to help address 
cybersecurity and regulatory risks. Navigating the 
complex and competitive transportation ecosystem in our 
digital world requires operational, financial, and engineering 
perspectives. These issues won’t be easily solved alone.
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Contact us

Phil Lageschulte
Practice Lead Partner 
Emerging Technology Risk 
Services
T: 312-665-5380 
E: pjlageschulte@kpmg.com

Martin Sokalski
Mobile and IoT Leader 
Emerging Technology Risk 
Services
T: 312-665-4937 
E: msokalski@kpmg.com

Mike Krajecki
Director 
Emerging Technology Risk 
Services
T: 312-665-2919 
E: mkrajecki@kpmg.com

Danny Le
Principal
Cybersecurity Services
T: 213-430-2139
E: dqle@kpmg.com

Andi Baritchi
Director
Cybersecurity Services
T: 972-489-4289 
E: abaritchi@kpmg.com

Rob Wentz
Managing Director
Data and Analytics
T: 267-256-2600 
E: rwentz@kpmg.com

Margaret Poteat
Director
Data and Analytics
T: 267-256-3226 
E: mpoteat@kpmg.com

Some or all of the services described herein may not be permissible for KPMG audit clients and their affiliates.

The information contained herein is of a general nature and is not intended to address the circumstances of any particular individual or entity. 
Although we endeavor to provide accurate and timely information, there can be no guarantee that such information is accurate as of the date 
it is received or that it will continue to be accurate in the future. No one should act upon such information without appropriate professional 
advice after a thorough examination of the particular situation.
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For further reading on vehicle cybersecurity, please see a related KPMG publication,  
“Your connected car is talking. Who’s listening?”
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