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W H I S T L E - B L O W E R S

Government Whistle-Blower Programs Are Here to Stay:
10 Tips to Help Ensure That Internal Reporting Programs Meet the Challenge

BY RICHARD GIRGENTI

A n organization without a comprehensive and effec-
tive internal program for reporting misconduct is
unnecessarily exposing itself to costly and damag-

ing regulatory enforcement actions. Recent reports by
the Securities and Exchange Commission and other
federal and state agencies make clear the government is
increasing its reliance on paying ‘‘bounties’’ to employ-

ees and others who come forward with information to
help identify wrongdoing.

In a recently released report by the SEC, Sean Mc-
Kessy, chief of the agency’s Whistleblower Office, com-
mented: ‘‘Fiscal year 2014 was historic for the office
(SEC) in terms of both the number and dollar amount
of whistleblower awards.’’ In 2014, nine awards were
made (almost doubling the number made since the pro-
gram began in 2010), totaling well more than $31
million.

Moreover, it’s not just the SEC that’s been making
use of whistle-blowers to root out misconduct. Other
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Overview of SEC Whistle-Blower Law

Here are key elements of the SEC’s whistle-
blower program:

s awards are not limited to a company’s em-
ployees; independent contractors, consul-
tants and vendors are also eligible;

s under certain circumstances, compliance
and legal personnel, internal auditors,
outside accountants and others involved
in internal investigations, as well as com-
pany insiders (officers, directors) may
qualify as whistle-blowers;

s awards can be made to individuals work-
ing in the U.S. and in foreign countries;
and

s if the information provided leads to a suc-
cessful enforcement action and $1 million
or more in sanctions is recovered, the
whistle-blower can receive up to 30 per-
cent of the amount recovered.
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government agencies have found whistle-blower pro-
grams to be a valuable tool in their enforcement arse-
nal. For example:

s Almost $6 billion was recovered in FY 2014 from
firms under the False Claims Act, which allows in-
dividuals to sue and collect money fraudulently
taken from the government.

s More than half of this amount ($3.1 billion) was
from banks, and most of the rest ($2.3 billion) was
from Medicaid and Medicare fraud cases.

s In 2014, whistle-blowers who exposed fraud and
false claims made against the government were
awarded more than $435 million under the FCA.

s An additional $170 million is going to be shared
among three whistle-blowers in a case involving
Bank of America.

s The Internal Revenue Service, which has ramped
up its program on tax cheats, recently awarded a
whistle-blower payouts of $104 million.

What’s more, a recent study found that when a mat-
ter is brought to the government’s attention by a
whistle-blower, it often spells extra trouble for a com-
pany. An additional $21.27 billion in judgments was ob-
tained against firms when it was the employees who got
the government involved.1 And it’s not just money
that’s at stake: careers and prison sentences may be as
well. The same study found that executives face signifi-
cantly longer jail sentences–by more than two and a
half years–when whistle-blowers bring in the
regulators.2

10 Tips to Encourage Employees
To Report Misconduct In-House

Most employees tend to bring a problem to the atten-
tion of their employers first before going to a regulator.3

Below are 10 best practices organizations can follow to
encourage employees to take advantage of in-house re-
porting programs.

1. Foster the Right Company Culture
Focus on building a corporate culture that encour-

ages employees to raise issues or complaints internally.
To do so, it’s essential that senior management set the
‘‘tone at the top.’’ This might include:

s sending out communications from the firm’s chief
executive unequivocally encouraging employees
to come forward and report suspicions of corpo-
rate wrongdoing;

s holding group meetings headed by senior manage-
ment echoing this message; and

s repeating and reinforcing this message several
times a year by, for example, putting a whistle-

blower hotline number on pens, calendars, wallet
cards, screen savers, etc.

2. Test the Firm’s Culture
A great way to determine whether an organization

has the ‘‘right’’ culture is through surveys, focus
groups, interviews, etc., preferably conducted by an in-
dependent, third-party organization. The key question
to ask is: How comfortable are employees raising issues
of wrongdoing? If the firm receives a low score on that
question or employees are hesitant to answer, this
should raise a red flag that there’s a culture problem.

The organization may have impeccable internal
whistle-blowing policies and procedures in place, but
without the right culture it can be at a greater risk for
whistle-blower penalties than a company with virtually
no formal compliance program but a strong culture that
supports employees who come forward.

3. Review Contracts and Agreements
Make sure that contracts, employee agreements (e.g.,

severance, confidentiality), waivers or codes of conduct
do not contain language that can be viewed as discour-
aging employees from whistleblowing to the govern-
ment. This might include, for example:

1) severance agreements that make payouts contin-
gent on employees not filing complaints with
regulators or

2) ‘‘cooperation provisions’’ that require employees
to keep complaints internal.

1 The Impact of Whistleblowers on Financial Misrepresen-
tation Enforcement Actions, SOCIAL SCIENCE RESEARCH NETWORK

(Dec. 8, 2014).
2 Id.
3 Fair Game or Foul Play? Tackling the Rising Tide of

Global Whistleblowing, Freshfields Bruckhaus Deringer
(2014).

Laws Impacting Whistle-Blowing

Below is a quick rundown of laws under
which whistle-blower awards have been made:

s Dodd-Frank whistle-blower program: The
law took effect in 2010 and is probably the
best known of the whistle-blower pro-
grams. It’s enforced by the SEC’s Office of
the Whistleblower.

s False Claims Act (FCA): Whistle-blower
awards have been made under this law,
which covers situations where false state-
ment for reports are made to the U.S. gov-
ernment in order to get reimbursements.
This is not limited to false statements or
reports made in the U.S.

s U.S. Financial Institutions Reform, Re-
cover, and Enforcement Act (FIRREA)—
This statute is used by the government to
prosecute financial fraud. Although
whistle-blower awards under FIRREA are
capped at $1.6 million, efforts are being
made to raise this limit.

Jail sentences impacted, too: The U.S. Fed-
eral Sentencing Guidelines for Organizational
Defendants (FSG) lists as a factor whether a
firm has effective whistle-blower mechanisms
in place.
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The SEC’s recent enforcement action against a com-
pany that used improperly restrictive language in a con-
fidentiality agreement illustrates how serious the
agency is about this. Some companies now include lan-
guage in their contracts or code of conduct explicitly
providing that nothing in an agreement or code pre-
vents an employee from going to the SEC or another
regulator with suspicions of wrongdoing.

4. Offer Multiple Reporting Options
Encourage employees to report wrongdoing through

a variety of channels, for example hotlines, the compli-
ance and/or human resources departments, or directly
to their supervisors. Note that properly trained supervi-
sors are often in the best position to help address an
employee’s concerns and escalate them to appropriate
professionals within an organization. Here are some el-
ements to consider:

s Training: Supervisors, HR, and compliance and
hotline personnel should all be trained on what to
do and say when they receive an employee com-
plaint. This training should include videos, case
studies, role playing and scripts they can follow.

s Get hotline logistics right: This is particularly im-
portant for firms that do business outside of the
U.S. For example:

s hotline personnel should be well trained, multi-
language professionals;

s if a toll free number is provided, it needs to
work in the countries in which the firm does
business;

s time zone differences must be taken into ac-
count unless the hotline operates on a 24/7 ba-
sis (One option is to create local or regional ho-
tlines that are answered by local operators.);

s the hotline should provide an immediate ‘‘live’’
response to a call rather have an operator take
a message and pass it onto the compliance
department.

s More than just employees: Since whistle-blower
awards are not limited to a company’s employees,
the company needs to provide training for inde-
pendent contractors, consultants and vendors to
report wrongdoing–and encourage them to do so.

5. Guarantee Anonymity
Protecting the whistle-blower’s identity is essential:

s anonymous calls should be accepted and

s callers should be informed of their confidentiality
rights.

Callers who wish to remain anonymous should be
given a case tracking number and a code word. This al-
lows them to call back, check the status of their report/
question and still retain their anonymity.

6. Report Back to Employee–and to Company
When a complaint is received from an employee, the

organization should investigate the matter and report
back to the employee, as promptly as possible:

s the steps taken,

s when it took them and

s the decisions or actions that occurred.
The company should report back to the employee

and explain what happened even if it was determined
that the complaint had no merit. If it doesn’t report back
on a timely basis, the employee may assume that the or-
ganization ignored the complaint–and the next whistle-
blowing stop is the government.

Also, consider communicating to the entire organiza-
tion when a whistleblowing complaint results in a find-
ing of wrongdoing by company officials or other per-
sonnel, and the discipline that was administered. This
will reinforce the importance the organization places on
its internal whistle-blower program.

7. Protect the Whistle-Blower From Retaliation
This is critical: An effective internal whistle-blower

reporting program must include an effective anti-
retaliation program.

What makes this seemingly simple concept compli-
cated is that retaliation can take many forms; it doesn’t
have to be explicit or direct, like firing the whistle-
blower or denying an expected promotion. A company
can subtly create a hostile environment by:

s not including whistle-blowers in certain meetings;

s not offering them choice assignments; or

s excluding them from conversation they may have
been part of in the past.

Furthermore, practices that may have been
acceptable–like placing a whistle-blower on leave dur-
ing the investigation while continuing salary, benefits
and title–are now often viewed as retaliation.

Even if the whistle-blower’s allegations turns out to
be unfounded, an organization cannot retaliate for
‘‘wasting’’ time and money on an investigation. In fact,
the SEC has indicated that it will prosecute companies
that retaliate against whistle-blowers in these
circumstances.

Ferreting out retaliation
Consider taking the following steps to ensure that re-

taliation doesn’t occur:

s Check in with whistle-blowers: Check in several
times over the course of the year(s) to ask:

s How are things going?

s Do you feel that you’ve been retaliated against in
any way?

s Has anyone made you feel uncomfortable?

s Monitor career progress: Check to see if there are
significant changes in a whistle-blower’s produc-
tivity, revenue generation, performance ratings,
career advancement, compensation awards, etc.
These types of changes may be red flags that re-
taliation is occurring.

8. Pay Attention to ‘‘Repeat Reporters’’
All too often, whistle-blowers–particularly those who

repeatedly raise troubling issues–are viewed as trouble-
makers, alarmists and even poor performers. The infor-
mation they provide tends to be disregarded because of
these other issues.

In some instances, there may be a perception that
they’re raising alarms about others to deflect from their
poor performance and to save their jobs. Regardless of
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whether this perception is partially true, the fact is that
their information may be correct. Accordingly, the com-
pany would be ill-advised to automatically dismiss what
they say or take their reports of misconduct lightly.

9. Keep Metrics and Document Actions
The organization should keep records that demon-

strate the success of its internal whistle-blower pro-
gram, including that it:

s investigates allegations of wrongdoing promptly
and thoroughly;

s metes out appropriate discipline, including the dis-
charge of wrongdoers;

s prohibits retaliation against internal
whistle-blowers; and

s protects the confidentiality of internal
whistle-blowers.

Policies and procedures that spell out how these ac-
tions are to be accomplished should, of course, be in
place.

Use compliance and auditing software programs to
highlight and help the company understand where
there are significant risks in the organization. Then, it
can take steps to head problems off before they spiral
out of control. For example:

s keep an eye on whether certain managers, depart-
ments, sales channels, functions or geographies
are the subject of multiple complaints with similar
themes; and

s track whether certain managers receive glowing
reviews while their departments experience high
turnover, disgruntled employees and negative exit
interviews.

If these types of red flags are present, consider
whether a thorough audit or compliance review should
be made to take a fresh, fair and independent look at
the situation.

10. Evaluate Whistle-Blower Program
On a Regular Basis

It’s essential that the company periodically audit its
whistle-blower process to make sure it’s working as de-
signed. This review should involve key compliance and
HR personnel.

The company should also document any changes or
improvements that are made following its review and
the reasons for doing so.

Conclusion
We are in a challenging regulatory enforcement envi-

ronment and there are no signs of it easing. The govern-
ment appears to be intensifying its efforts to encourage
employees to come forward and report suspicions of
corporate wrongdoing through the use of bounties.

To avoid–or at least reduce–the risk of becoming em-
broiled in a costly and avoidable government enforce-
ment action, companies must adopt and implement
policies and procedures designed to identify and pre-

vent corporate misconduct. This includes responding
swiftly and effectively when management receives re-
ports of wrongdoing from employees, vendors, contrac-
tors and others, and also ensuring that individuals who
report misconduct are not retaliated against—or have
reason to fear retaliation.

Growing Number of Tips From Whistle-Blowers

The government’s efforts to use whistle-
blower awards to encourage employees to
come forward appear to be paying off. Since
the SEC’s whistle-blower program took effect
in 2010, the number of tips received has grown
each year:

Number of Tips by Year:

2011: 334
2012: 3,001
2013: 3,238
2014: 3,620

The most common charges leveled against
companies by whistle-blowers involve fraudu-
lent corporate disclosures and financials (17
percent), offering fraud (16 percent) and ma-
nipulation (15 percent).

The SEC has also begun focusing on the anti-
retaliation provision of the whistle-blower law,
as illustrated by its first settlement (of $2.2 mil-
lion) with a company that allegedly retaliated
against a whistle-blower.

Tips for Limiting Whistle-Blower Awards

1) Foster a ‘‘speak up’’ culture that encour-
ages employees to come forward;

2) Review employee contacts, agreements
and the code of conduct for language dis-
couraging cooperation with regulators;

3) Offer multiple channels for employees to
report wrongdoing (e.g., hotlines, compli-
ance, HR department, directly to their su-
pervisors);

4) Ensure employee anonymity;

5) Report back to whistleblowers on the
progress of a matter;

6) Do not retaliate directly or indirectly
against whistle-blowers;

7) Do not dismiss tips or information from
‘‘repeat’’ whistle-blowers; and

8) Keep metrics and document the results of
whistle-blower programs.
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