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When allegations of corporate wrongdoing 
lead your company overseas, seeking the truth 
becomes a murkier process. Different laws, 
rules and cultural mores make a corporate in-
vestigation far more difficult, and sometimes 
even dangerous.

Conducting cross-border investigations is no simple 
endeavor. Add the complexities of legal and cultural 
differences, and you have arguably one of the big-
gest challenges facing global corporations today. 
There are obstacles at every step of a cross-border 
investigation. Understanding where the pitfalls are 
along the way and how to navigate them can help 
your company and your board avoid critical missteps.

We asked sixty worldwide executives who are 
responsible for managing their organizations’ cross-
border investigations to tell us about the challenges 
they face. Ninety-five percent of these executives 
said that they expect their needs for cross-border 
investigations to increase or at least to stay the same 
over the next year.

The most common trigger of a cross-border in-
vestigation is a lead or an allegation made by an 
employee of the company. Seventy-seven percent 
of the respondents in KPMG’s survey indicated that 
internal reporting triggered their latest cross-border 
investigation. Almost half of these internal leads 
came through whistleblower and hotline programs, 
a notable figure given that cultures can differ widely 
regarding the acceptability of reporting the conduct 
of others.

In addition to cultural differences, the laws and 
regulations governing hotlines vary greatly from 
country to country. Data privacy laws in Europe, 
for instance, may restrict the use of whistleblower 
hotlines or even prohibit them from accepting anony-
mous calls. Knowing the local culture and regulations 
can help companies customize reporting channels to 
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best fit the ways in which foreign employees might 
report allegations.

In one instance, a report alleging corruption 
was sent (to be investigated) to the actual 
person accused of the wrongdoing.

When a U.S.-based consumer products company 
received hotline reports in foreign languages, they 
were immediately delegated to the country manager 
in the local jurisdiction to conduct an investigation. 
However, the company did not have a language-
skilled person reviewing the reports before they were 
delegated. As a result, a report alleging corruption 
was sent (to be investigated) to the actual person 
accused of the wrongdoing. A well-designed intake 
process would have prevented this mistake.

When a lead is received in a foreign language, it is 
critical to get an accurate translation because even 
a minor misinterpretation can lead to a significant 
misstep. Online translation websites are no substitute 
for a language-skilled person who knows your busi-
ness and is trained to review allegations. Language 
differences present challenges in cross-border inves-
tigations for more than a third of the respondents to 
KPMG’s survey. Companies, therefore, need to have 
hotlines staffed with appropriate language-skilled 
operators, and to ensure that translations are accurate.

“Before acting on a translation of a report, consult 
with someone in the country who knows not only 
the language, but also local sayings, common eu-
phemisms, and double meanings of certain words,” 
advises Shelley Hayes, KPMG in Mexico.

There are other important differences between the 
intake of allegations in domestic and cross-border 
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investigations. Some countries require notification 
to an employee who is the subject of an allegation 
as well as notification to employee representatives 
or work councils, especially if the employee’s data 
will be reviewed.

Confidentiality laws also may restrict to whom a 
company can disclose an allegation, even internally. 
Because the labor laws and data privacy laws in 
many countries can seem counterintuitive to com-
mon practices, it is critical to understand them at the 
initial intake stage of an investigation.

Reporting mechanisms quickly lose credibility 
among international employees if their con-
cerns are disregarded or are handled poorly.

Around the globe, employees have become empow-
ered to raise concerns through a variety of reporting 
channels. Reporting mechanisms will quickly lose 
credibility among international employees if their 
concerns are disregarded or are handled poorly.

For this reason, compliance officers, in-house 
counsel, human resources professionals, and other 
members of management who work for multina-
tional companies need to be prepared to respond 
to allegations in a planned and consistent manner. 
The following steps can assist case managers and 
investigators in handling cross-border investigations.

	Assess	the	lead	or	allegation.	When allegations 
involving international matters are made, the first 
step in the response protocol involves a preliminary 
assessment of the claim. The compliance officer, 
lead investigator, or case manager should take the 
following steps:

 Understand the factual nature and substantive 
issues involved.

 Pinpoint, to the extent possible, the geographic 
source of the allegation.

 Identify the laws and policies that may be rel-
evant.

 Determine the pervasiveness of the potential 
wrongdoing.

 Evaluate the credibility of the allegation.
 Identify country-specific laws and cultural 

norms that may affect the investigative process.
 Determine whether additional subject-matter 
or local professionals are needed.

 Develop a preliminary time table and budget 
for the investigation.

 Determine whether and how to communicate 
with the claimant.

 Assemble an investigation team involving local 
team members who have cultural and language 
expertise.

	 Implement	 short-term	 action	 steps.	 Just as 
with domestic allegations, cross-border matters run 
the gamut, including employee relations concerns, 
corruption, data breaches, theft, workplace violence, 
and so on. Case managers handling cross-border is-
sues need to take certain preliminary steps to help 
protect the integrity of the process, employee safety, 
privacy and confidentiality, company property, and 
potential evidence.

Depending on local law, such steps could involve 
temporarily suspending or placing on leave employ-
ees who are the subject of the concern or taking 
measures to preserve evidence and relevant docu-
mentation. Some countries also require notification 
to an employee who is the subject of an allegation 
or to an employee representative or work council.

	Develop	 a	 plan.	 Before an investigation is 
launched, case managers should develop a plan 
that contains the steps outlined above. A thorough 
and well-designed plan can help investigation team 
members stay focused on the objectives of the inves-
tigation, measure progress along the way, and add 
steps as they become necessary. An investigation plan 
typically centers on a hypothesis that posits why and 
how the misconduct occurred. The plan should es-
tablish the scope and objectives for the investigation, 
the documents and data to be collected, the people 
to be interviewed, the timeline and milestones, and 
the reporting process.

In a cross-border context, the investigative team 
also needs to take into account any jurisdictional 
differences. For instance, in certain European 
countries, due to personal data protection laws, the 
scope of an investigation involving an anonymous 
whistle-blower may be restricted. In China, many 
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businesses are state-owned or controlled which may 
trigger China’s states secrets laws and greatly impact 
the kind of data that can be collected and reviewed. 
A well thought out plan should predict issues that 
may arise and lay out a strategy to address them.

	Determine	who	should	be	notified.	An impor-
tant early step in the cross-border investigation is to 

alert key members of management that a potentially 
significant compliance allegation has been filed and 
that an investigation will be initiated. Depending 
on the nature of the matter, it may be appropriate to 
notify the country manager, the functional leader, the 
department head, or other members of local manage-
ment. It is important to keep the circle of trust small, 
and to remind managers about confidentiality and 
the integrity of the process.

	 Identify	 who	 will	 oversee	 and	 conduct	 the	
investigation.	Allegations vary in substance, sever-
ity, and priority. Therefore, a company should have 
a detailed procedure or protocol that outlines which 
department or individuals bear responsibility for 
overseeing the investigation. When an investiga-
tion is being conducted overseas in different time 
zones, it creates challenges to keeping stakeholders 
informed in a timely manner. Include not only the 
planned investigative procedures, but also the chan-
nels of communications with those overseeing the 
investigation.

While the legal department would likely oversee 
investigations involving potential legal matters, hu-
man resources may oversee investigations related 
to employee-relations issues, theft, and physical 
security. Moreover, potentially significant compli-
ance situations, including those that involve serious 
violations of domestic or foreign law, fraudulent 
financial reporting, or senior management would 
require direct board or audit committee oversight. 
These oversight groups should help establish the 
scope of the investigation, review the investigation 
plan, and ensure that adequate resources are available.

Many companies struggle with the unique chal-
lenges of staffing a cross-border investigation. 
More than 40 percent of respondents in KPMG’s 
survey believe that their companies lack sufficient 
resources to handle them. Investigation teams who 
do not have local language skills may miss critical 
aspects of key documents or interviews conducted 
in local language.

To be well prepared, companies with global op-
erations should train employees about investigation 
protocols in different jurisdictions so that they can 
respond quickly. Trying to educate local resources 

International Intriguem
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 Internal audit finding

 Leads provided by someone (employee) inside 
the company (other than whistleblower program)

 Leads provided by someone outside the 
company (other than a regulatory body or law 
enforcement)

 Notification by regulatory authority or law 
enforcement

 Red flags or findings arising from compliance 
due diligence

 Whistleblower program
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after an allegation has been received may lead to 
delays that can sidetrack an investigation. Yet only 
35 percent of respondents in KPMG’s survey said 
that their companies conduct investigations training 
each year.

Unlike domestic investigations, cross-border in-
vestigations oftentimes require specialized staffing 
that necessitates advanced planning. Companies can 
address gaps in resources by developing contingency 
plans for investigative personnel, such as designat-
ing experienced internal people from other regions 
to respond if necessary, and retaining outside local 
investigators to be on call when a situation arises.

	Assess	special	legal	or	cultural	considerations.	
Both domestic and international investigations al-
most always involve data collection, interviews, and 
other sensitive communications. For this reason, 
attorney-client privilege and the attorney work prod-
uct doctrine are important considerations. Before a 
company launches an investigation, it should consult 
with in-house or external counsel familiar with the 
law of the relevant jurisdiction as to whether the 
investigation can be privileged or protected.

In an international setting, local law also may limit 
the scope of the investigation. For instance, in Europe 
an investigation into an anonymous complaint cannot 
be as broad as when the allegation is made by an 
identified employee. Wherever possible, attempt to 
have an anonymous claimant identify him or herself.

In some jurisdictions, it can be illegal for companies 
to investigate alleged employee misconduct because 
the local government considers itself to be the exclu-
sive investigator responsible for law enforcement. 
Here again semantics matter. If management refers 
to the activity as a “review” rather than an “investi-
gation” it could make a legal difference.

Lastly, case managers and investigators should 
be sure that the scope of their investigative plan 
includes a review of whether the subject violated 
local law. Many times, these and domestic laws are 
not in alignment.

	Conducting	 a	 cross-border	 investigation.	
Investigative procedures and the legal framework 
in which they are governed can differ dramatically 
from country to country. Companies involved in 

cross-border investigations are faced with navigating 
a variety of foreign laws and regulations that change 
the way an investigation can be conducted.

For example, in certain jurisdictions the mere ob-
servation of conduct, such as the weighing process 
at weighbridges or truck scales, may be regarded 
as an infringement of privacy. More invasive pro-
cedures such as reviewing an individual’s emails or 
confrontational interviews may be greatly limited.

Cultural differences also underlie cross-border 
investigations and can create significant problems 
What may be acceptable to say or do in one culture 
may totally offend someone from another culture. 
More than a third of the respondents in KPMG’s 
survey identified cultural differences among their 
top challenges in cross-border investigations.

The data privacy laws of some countries pro-
hibit a company from reviewing certain data 
in its own files unless the data originally was 
obtained for investigatory purposes.

	Data	 privacy.	 Preserving and collecting in-
formation relevant to an investigation is one of the 
most important steps in the process. Foreign data 
privacy laws and regulations pose great challenges 
to conducting cross-border investigations because of 
restrictions on the kinds of data that can be collected 
and transferred out of the jurisdiction.

Many countries have enacted laws that place a 
high priority on protecting personal data, even if 
such data are contained on an employer’s system 
or computer. Over 46 percent of the respondents in 
KPMG’s survey reported that their greatest challenge 
in conducting cross-border investigations is handling 
data privacy issues.

Failing to anticipate the impact of local data pro-
tection laws also can be costly in terms of added 
expenses, sanctions, and, in some cases, prosecution. 
For example, China has strict laws that prohibit the 
collection, review, and transfer of “state secrets” and 
other information that is in China’s national inter-
est. However, China’s laws do not define these state 
secrets or national interests. Because China is highly 
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controlled and managed by the State, most companies 
operate with an abundance of caution by keeping 
as much information within China’s borders, and 
by hiring local experts who are intimately familiar 
with the risks of violating China’s laws.

The data privacy laws of some countries may 
prohibit a company from reviewing certain data in 
a company’s own files unless the data originally was 
obtained for investigatory purposes, which many 
times is not the case. One of the biggest hurdles is 
complying with limitations on collecting and review-
ing data in a company’s readily-accessible files, 
such as emails on the company’s server, internet use 
records, documents on an employee’s hard drive, and 
even hard copy documents in an employee’s office. 
Indeed, the respondents in KPMG’s study believe 
that the most difficult task in cross-border investiga-
tions is gathering relevant information, especially 
electronic data.

Obtaining relevant data, however, is only the first 
step. Many foreign data privacy laws, including 
those in Europe and parts of Latin America and Asia, 
prohibit transferring data out of the local jurisdiction 
without first establishing data export channels. These 
ensure that country-specific data protection proce-
dures will be followed, such as adopting corporate 
policies that adhere to foreign data protection laws. 
It is vitally important to establish these data export 
channels before an investigation arises to prevent 
delays or roadblocks.

Important differences in data privacy laws can 
have an impact after the conclusion of a cross-border 
investigation. Some countries prohibit outdated 
personal information from being retained, even if 
it is contained in investigatory materials. This runs 
counter to certain laws and regulations that may 
require a U.S. company to maintain investigatory 
materials and work product for a period of time.

	 Interviewing	 employees.	 Interviewing em-
ployees who are located in a foreign country raises 
unique legal and cultural pitfalls. In many countries, 
employees have the right to refuse to cooperate with 
an employer-led investigation, even if they are not its 
target. For example, in some jurisdictions, including 
Europe, rules prohibit employers from requiring their 

employees to report incriminating information about 
co-workers. Labor laws in many countries mandate 
that an employee representative or union committee 
be consulted before an employer may interview its 
own employees in an investigation.

One of the starkest differences between domestic 
and cross-border investigations is the requirement 
that companies in some countries have to inform 
their employees of procedural rights during the in-
vestigation, and give them at least some degree of 
access to investigation materials that identify them. 
Employees also may have the right to have a lawyer 
or employee representative present at the interview.

Understanding local culture plays a pivotal role with 
interviewing employees in cross-border investiga-
tions. “In some cultures, talking about fraud, theft, 
and manipulation of financial statements is accepted; 
in others, the same words will put people on edge,” 
observes Shelley Hayes, KPMG in Mexico.

Even body language may differ. “Looking someone 
in the eye is considered rude in some countries, so it 
should not be taken as a clue that a person is lying 
if he or she does not maintain eye contact with an 
investigator,” notes Mark Leishman, KPMG in Aus-
tralia. Conducting an interview in a confrontational 
manner may be effective, but in many countries, the 
interviewing style needs to be softened. These kinds 
of insights are relevant to cross-border investigations 
and investigators should be mindful of what it will 
take to put a witness at ease during an interview.

In some countries, employers are restricted 
in reporting personal information on investi-
gations to authorities, while other countries 
require it.

	Reporting	findings.	Careful attention should be 
paid to the form and content of a report in a cross-
border investigation. There may be advantages to 
providing only an oral report, but the labor laws in 
a particular jurisdiction may require a written re-
port, especially if disciplinary action is taken. Many 
countries have data privacy laws that allow a target 
or a witness access to certain investigatory material, 
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including a written report. Being compelled to dis-
close data in this way could affect the applicability 
of domestic and foreign legal privileges, and could 
expose the company to data privacy and defamation 
claims.

A company needs to keep in mind that an inves-
tigation report may contain data that is restricted 
from being transferred out of a jurisdiction, such as 
names of people, financial information, or personal 
data. Therefore, the proper data export channels need 
to be established before providing a report (even in 
draft form) to management or directors outside of 
the country. These considerations apply likewise 
to reports and materials prepared by experts and 
consultants.

Understanding local law is critical in reporting the 
findings of a cross-border investigation. The data 
privacy laws of some countries restrict an employer 
from reporting to enforcement authorities the per-
sonal information found during an investigation. In 
contrast, other countries, such as Australia, require 
an employer with evidence of certain criminal of-
fenses to report them to police. It is easy to see how 
conflicts might arise between different jurisdictions. 
Knowing beforehand if reporting restrictions exist 
can help to avoid difficult situations at the conclu-
sion of a cross-border investigation.

One key factor in remediation is to address 
the deficient controls that allowed miscon-
duct to occur.

	Remediation	 across	 borders.	 Once the fact-
finding stage of a cross-border investigation is 
complete, a company may need to remediate any 
issues identified. This could include correcting 
books and records, fixing control weaknesses, and 
disciplining employees. Remedial action can be an 
important determinant by regulators, both domestic 
and foreign, in deciding to charge a company with a 
violation of a law or to reduce the size of a criminal 
fine or penalty. Remediation across borders, however, 
can create challenges.

One of the first considerations is how to handle 

employees found to have engaged in wrongdo-
ing. These employees may have different levels 
of culpability and may be located in jurisdictions 
with different legal or labor protections against 
adverse action. While it is critical that companies 
punish employees proportionately to their role in 
the misconduct, it also is important to follow local 
regulations when doing so.

For instance, certain countries require employers 
to first notify an employee if he or she is going to be 
terminated for cause. In some places, such as Austria 
and Belgium, this notification may need to be made 
within days of obtaining evidence of wrongdoing.

Another key area of remediation is to address the 
deficient controls or procedures that allowed the 
misconduct to occur. In a multi-national company, 
these controls and procedures need to be examined 
not only in the affected location, but also wherever 
they exist globally, and remediated if necessary. 
Keep in mind, however, that in some countries there 
may be limitations on the ability of an employer to 
make substantive changes to the work environment 
without consulting labor unions or workers’ councils.

The timing of remedial action also is a consider-
ation. Oftentimes, remediation can and should begin 
as soon as inadequate or compromised financial 
controls have been identified, even during the in-
vestigative fact finding. “Both the board of directors 
and the regulators will expect, or at least welcome, 
prompt attention to fixing known gaps, workarounds, 
or weaknesses in compliance protocols or financial 
controls without waiting for the investigation to be 
completed,” advises Rocco deGrasse, KPMG in 
the U.S. In a complex matter, though, remediation 
of multiple controls across multiple countries may 
take a long time, even years.

At each stage of a cross-border investigation, there 
are unique challenges that require forethought and 
planning to manage the risks and to respond swiftly 
and appropriately. When allegations can arise from 
almost anywhere around the world, at any time 
around the clock, and in virtually any language, 
every company should answer the question: Are you 
prepared for the challenge? 
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