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Best of human, best of tech.

The challenge

The digital environment leaves us all exposed. Not only
can it disrupt business operations, but it can cause
significant financial and reputational damage.

Cyber security leaders are under increased pressure to
safeguard their environment and deliver a solution that
protects the organization in the event of a breach or public
audit. The volume of tools and day-to-day monitoring
required is vast; retaining skilled talent is becoming harder
and existing teams have limited capacity to focus on
innovative thinking and strategic improvements.
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A breach lifecycle under 200
days costs $Tmillion less
than a lifecycle over 200 days
“Cost of a Data Breach Report, 2020” IBM

n —

Some common challenges facing cyber leaders:

Demand for process
excellence

CapEx/OpEx
pressures

Risk of data
breaches

Intensified regulation
and compliance

Lack of
skilled talent

Expanded
threat

The KPMG solution

KPMG Managed Detection and Response (MDR) can
help identify, contain and respond to threats, so you
can boldly advance the business.

We provide tailored managed services to help you achieve
the best possible outcome when threats are detected,
continuously making recommendations as your business
needs change. Our deep knowledge and experience,
matched with leading technology, ensures measurable and
scalable outcomes through improved threat detection,
monitoring, hunting, and intelligence.

Our cyber security MDR model leverages specific industry
requirements to act as an extension of the team and
provide prescriptive, action-oriented, proactive threat
hunting, analysis, templates, runbooks, playbooks, scripts,
and threat models.

Our approach

Strategy
Analyze current state; understand your
business requirements

Design
Define the enablement strategy necessary to
support your business needs

Transform

Apply leading technology and processes to
realize a customized, outcome-based
service

Deploy
Expand the security model throughout your
business

Run
Evolve the security model over time to keep
your business moving forward
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Potential benefits of our MDR solution

At KPMG, we help leading organizations worldwide manage and protect their most valuable assets: data. With
access to over 2,000 specialists, our MDR service is delivered by skilled cyber analysts with leading technology
tools and a focus on monitoring and responding to your cyber security needs.

Our practitioners provide support for your cyber security programs, utilizing our deep knowledge to help you
reduce your risk exposure, while driving savings across your organization.

While traditional MDR means unpredictable costs and outcomes, reactive threat analysis, and external data
management, KPMG MDR offers predictable, fixed outcome-based pricing, a proactive approach, and complete

data sovereignty.

We provide:

response

Data sovereignty
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offboarding

Single pane of glass view

Rapid deployment and

Hyper care support

Agnostic integration

30 day onboarding and

We provide enhanced visibility and an accurate view into your security posture. You can gain full
threat visibility with deeper correlation and investigation capability, providing you with robust
response and reducing time to containment.

With proactive and real-time threat hunting, you can have greater visibility on threats, better
detection capabilities, and swifter ability to respond and make more confident security
decisions.

You get access to the wider KPMG Advisory team of over 2,000 specialists and a white glove
concierge approach to customer experience and support, as well as named resources who
develop a relevant understanding of your unique business needs.

All work is carried out in your tenant and data is always kept in your environment. MDR is
delivered in the cloud ensuring your multi-tenant, hybrid, on-premises, multi-cloud global
footprint adheres to local data regulations.

You can realize more value from your current security controls, and secure greater protection
across cloud, hybrid and on-premises and beyond with environments at scale across users,
devices and applications.

We offer dedicated and hands-on rapid onboarding, and our 100% cloud native service
can enable smooth integration into your existing environment.

Forethought, not afterthought

At KPMG, we are strategic by design. We approach managed services as an integral part of your company’s long-term
business strategy rather than a collection of tactical, single-purpose solutions. Not only do we design, build, and deliver
cutting-edge technology enablement solutions, we help you anticipate the impact of those technologies on your
organization over the short- and long-term.

The digital environment leaves everyone exposed. KPMG can give you the confidence to get on with business knowing
cyber threats are being responded to in real time, by real people.

Contact

= Antonio Manelli

“" Lead Specialist, MDR
A amanelli@kpmg.com
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Some or all of the services described herein may not be permissible for KPMG audit clients and
their affiliates or related entities.

The information contained herein is of a general nature and is not intended to address the circumstances of any
particular individual or entity. Although we endeavor to provide accurate and timely information, there can be no
guarantee that such information is accurate as of the date it is received or that it will continue to be accurate in the
future. No one should act on such information without appropriate professional advice after a thorough examination
of the particular situation.
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